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Key definitions
Data controller
The person who describes how and why to collect
and use the data. This will usually be an organisation,
but can be an individual (e.g. a sole trader). If you are
an employee acting on behalf of your employer, the
employer would be the controller. The controller must
make sure that the processing of the data complies with
data protection law. In this guide, we often use the term
‘organisation’ or ‘you’ to refer to the controller.
Data economy
Generally speaking, the production, distribution and
consumption of digital data. More precisely, the data
economy is the financial and economic value created by
the storage, retrieval and analysis of detailed business
and organisational data at high speeds. It is usually
associated with data generated through the Internet
of Things.
Data ecosystem
A collection of infrastructure, analytics and applications
used to capture and analyse data. Data ecosystems
provide companies with data they rely on to understand
their customers and make better business decisions.
Data governance
Activities and policies designed to inform the extent
of confidence in data management and data use.
Data management and data use are not considered
individually or separately from each other. Both data
management and data use are intertwined across parts
of an organisation, across applications, and indeed
across the world.
Data processor
A processor is a separate person or organisation (not
an employee) who processes data on behalf of the
controller, and in accordance with the controller’s
instructions. Processors have some direct legal
obligations, but these are more limited than the
controller’s obligations.

Data provider
In the context of a linked chain of agreements, the data
provider is the entity that is disclosing and licensing
rights to data for use by another entity. In this guide,
we also use licensor. In terms of data origination, the
data provider is the certified entity or data subject.
Data steward
Any actor within or outside your organisation that
handles data, has a role in transferring data, transforming
it, or ensuring the quality of data. Data stewards may
also be data controllers or data processors, depending
on their role and institutional affiliation.
Data subject
This is the technical term for the individual whom data is
about. In this guide, we also use the term ‘individual(s)’,
‘client’ or ‘certified entity’.
Internet of Things (IoT)
Refers to a system of interrelated, internet-connected
objects that are able to collect and transfer data over
a wireless network without human intervention.
Processing
What you do with the data, including collecting,
recording, storing, using, analysing, combining,
archiving, deleting, publishing or sharing it.
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Introduction
Ambiguities about data rights, the notion of ‘data ownership’ and the
current dynamic legal and regulatory framework are influencing the
effective sharing, transfer and use of data by sustainability systems.
This document discusses core concepts, such as consent and rights, that underpin
governance of data use and sharing. It proposes general principles and steps for a
reasoned and documented approach to data rights, control and sharing for the ISEAL
community. The guidance includes templates, checklists and resources to support
development of robust internal and third-party data sharing arrangements. The target
audience for this document is sustainability system staff who are responsible for setting
and implementing the organisation’s data strategy, including the development of
contractual data sharing agreements. This document also informs systems’ approach
to data ethics and literacy more broadly.
The purpose of this guidance is to help sustainability systems: 1) establish certified
entities’ rights to data related to certified activities; and 2) responsibly use and share
those data. The opening section introduces data sharing principles that can foster trust,
and emphasises the importance of considering certified entities’ rights and interests
when designing data policies and sharing arrangements. This is followed by an overview
of benefits, costs and challenges associated with sharing data. Next, we discuss consent as
a means for systems to fairly establish rights for data use and sharing. Then, we describe
the steps for how sustainability systems can responsibly share data associated with
certified activities. The closing section frames special considerations for the sharing
of geospatial data by sustainability systems.
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Principles for data sharing practices
Given rapid changes in the emerging data economy, current legal
ambiguity and anticipated evolution of data protection policies, this
guidance promotes best practices for data privacy and the rights
of those providing data in certification processes (the data subject,
emphasising small holders). We aspire to support ISEAL Community
Members to operate as leaders in protecting data privacy and rights,
and collaborating with data subjects (the certified entities) to ensure
data associated with certified activities is used to directly benefit the
data subjects themselves.
Because law always lags behind technology, and law often lags behind social expectations and
norms, data sharing policies and practices should be forward looking. One way to achieve this is
to rely on the solid principles of fairness, transparency and accountability. The ISEAL community
can apply these principles as a first step in developing common codes of practice for responsible
data governance, including the sharing and publishing of data related to certified areas and
activities. Principles can help create the right environment for data sharing, and ensure data
sharing is done in a fair and ethical way.

Transparency
Transparency is openness in decision making and actions, including both the initial request to
collect data and the subsequent use of the data. Those involved in the data sharing must remain
responsible throughout, by monitoring the secure management and use of data on an ongoing
basis, and making adjustments if unforeseen risks emerge. Think of transparency in terms of how
the data is being released, and if all necessary steps to protect individuals have been considered.
Throughout the data sharing process, all decisions should be recorded, and reporting should be
transparent so that all parties are adequately informed and able to make decisions in the interest
of meeting the intended objectives.
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EXAMPLE ANALYTIC
COLLABORATIONS
• Work of ISEAL members
to develop common core
indicators
• Work of ISEAL members
to prototype an ISEAL
Certification Atlas
and ongoing analytic
learning exercises

CERTIFICATION
BODIES AND
ASSURANCE
PROVIDERS

SUSTAINABILITY
SYSTEMS

ISEAL
• Work with research
community to generate
insights and scenario
modeling approaches
• Work with technology
developers to produce
data collection and data
presentation tools
• Various ISEAL Innovation
Fund projects

EXAMPLE COLLABORATIVE
DATA SETS
• Common indicator data
for sector and cross-sector
initiatives (e.g. Cocoa Action
Network, Global Coffee
Platform, Delta project)
• Developing and Improving
Poverty Impacts project and
ISEAL common core indicators

• ISEAL Certification Atlas
• Data generated through
jurisdictional and
landscape initiatives
• Coordinated reporting
of ISEAL members
on Sustainable
Development Goals

Figure 1 Representation of how linked chain of data sharing agreements can maximise the value of data collected
by sustainability systems.

Fairness
In the context of data sharing, fairness refers to the
equitable distribution of risks and benefits associated
with a data sharing activity. Data sharing must be
a balanced partnership between the data subject,
data stewards, data processors, data controllers and
data licensee. It should be guided by the intended
sustainability purpose and ultimate use of the data.
Parties to a data sharing agreement must be treated
equitably by each other and by any data sharing
facilitators in the extended data value chain, with
a fair distribution of benefits and burdens.
To foster trust, it is important to engage all partners
(including the certified entities providing data) in a

united effort to achieve fair and equitable outcomes
for the diverse partners in a given data sharing context.
Ideally, all parties also have equal access to the data and
the capacity to use it. It is important to incorporate the
various actors in your data value chain, and understand
the linked set of agreements that need to be considered
(Figure 1).

Accountability
When using data, everyone has an obligation to
balance risks and benefits, and respect the individuals
and communities from which the data originates, as
well as those managing the data. Everyone using the
data should be considered a data steward and held
responsible for data protection and appropriate use.
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CERTIFICATION BODIES
AND ASSURANCE
PROVIDERS

SUSTAINABILITY
SYSTEMS

Feedback loops providing
customised information
Figure 2 Generic representation of the data ecosystem for sustainability systems. The specific actors and
their placement within the different levels will depend on the individual system and the structure of their
various partnerships.
CORE DATA VALUE CHAIN

EXTENDED DATA VALUE CHAIN

A data value chain is the series of steps need to generate
value and useful insights from data. For sustainability
systems, the core data value involves actors associated with
their verification, assurance and monitoring and evaluation
processes. It principally includes the data subjects (certified
clients), certification bodies and assurance providers, and the
organisation that defined the normative standard for which
verification occurs.

Actors in this sphere are trusted partners with close relationships
and roles that directly support individual sustainability systems
to achieve their missions and goals (e.g. help develop tailored
services for feedback loops in core data value chains). For these
immediate partners, there is generally mutual sharing and
development of bespoke solutions. Data sharing tends to be
reciprocal, providing pre-defined benefits, and is defined by
MOUs, partnership contract agreements, and one-off bespoke
data sharing agreements.

Often, customised/tailored feedback loops provide
information and services derived from data analysis from
the sustainability system organisation back to those at earlier
stages in the chain. An example feedback loop for certification
bodies might be targeted risk profiling results, while for
certified clients it might be context-relevant comparisons or
recommended actions for risk management. Data sharing is
defined by a clear set of linked agreements that define data
rights, controls and terms of use.

Actors

• Data subjects (certified clients)
• Certification bodies/assurance providers
• Sustainability system

Typical data exchanged

Non-processed, raw performance and compliance data coming
from assurance and monitoring and evaluation processes is
shared up the value chain, while processed analytic results and
synthesised outputs are shared throughout the feedback loops.

Actors

• ISEAL
• Retail partners
• Supply chain partners
• Field level implementation partners
• Research partnerships

Typical data exchanged

Because these actors are often working in deep collaboration
with the sustainability system, the types of data will depend
on the problem-solving objective. For retail and supply chain
partners it will generally be commercial data, sales of certified
products, volume turn-over and supply chain risks (e.g. fraud
or substitution). For ISEAL, data and information are shared
to demonstrate compliance with the ISEAL codes. For research
partnerships, there are a variety of community initiatives and
projects where members collaborate and share data based on
learning objectives. These sometimes involve ISEAL as a partner.
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BROADER DATA ECOSYSTEM
This sphere is made up of a diverse set of stakeholders with
intersecting or parallel sustainability objectives. These actors
represent opportunities for cooperation and collaboration and
are also sometimes competitors (e.g. national standards). For
actors in this outer sphere, data sharing is more unidirectional,
and generally more passive (e.g. through application
programming interfaces, reports, website dashboards). Data
sharing is most usually governed by data platform and website
license terms and conditions where the data are published. In
some instances, strategic alliances working toward common
goals require MOUs or one-off bespoke data sharing agreements
established to facilitate data sharing.

Actors

• Finance sector
• Donors

Understanding the data ecosystem
of sustainability systems
Data, as a core asset, will determine whether a
company remains relevant through the current digital
revolution. The rise in data availability, new data-driven
insights and real-time data exchange are spawning a
new data economy1 built on using data to generate
value. There are strong drivers behind the data economy
that will lead to accelerated economic change, new
value chains, legal frameworks and data ecosystems2
(Figure 2). The emergence of this new data economy
is having a profound impact on individual, business,
national and international power dynamics. In many
respects, how data rights are defined will determine
the long-term winners and losers in this new era. With
a rapidly evolving data economy, who has rights to use
data and in what ways are high stakes questions.

• Industry associations
• Governmental partners
• Marketing firms
• Research and academia
• Non-governmental organisation partners (e.g. GFW, Trase,
ITC Sustainability Map)
• Multilateral initiatives (Convention on Climate Change,
Convention on Biodiversity, World Database of
Protected Areas)
• Multi-stakeholder collaborations (e.g. landscape and
jurisdictional initiatives)

Typical data exchanged

Data that can feed into global platforms, these are often
thematically based (e.g. SDGs) or pre-defined for common
reporting objectives. For emerging or new initiatives, data types
and formats will need to be defined for the context and purpose.

EXAMPLES OF DATA DISTRIBUTION CHANNELS
• Organisational statistics and annual reports
• Organisational dashboards and websites
• Member and ISEAL data platforms (e.g. GeoRSPO,
FSC on the Map, Evidensia, Certification Atlas)
• Partner data platforms (Global Forest Watch,
Trase, ITC Sustainability Map, World Database on
Protected Areas)
• Actor-specific reports
• One-off bespoke data sharing agreements and data
exchanges (e.g. research initiatives, trialing of new analytical
collaborations, etc.)
• Application programming interfaces.

United Nations. “Data Economy: Radical transformation or dystopia?” Frontier Technology Quarterly, January 2019.
Last accessed 17 August 2020.
2
Opher, et al. The rise of the data economy: Driving value through Internet of Things data monetization. Last accessed 17 August 2020.
1
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The benefits, costs and common
challenges of sharing data
We are living in the data economy. No matter the size or sector
focus of your organisation, data sharing is essential to informing
your decisions and helping you deliver better services and
products to your stakeholders.
Benefits
Both sustainability systems and certified entities stand to benefit from sharing data. Better
decision making is one of the top reasons to share data. The data collected and managed by
sustainability systems is useful in a variety of analytics that can inform decisions of internal and
external actors if shared with the broader data ecosystem. Data pooling, cross-sector working
and leveraging third-party data sets can drive innovation and mitigate (or even avoid) business
risks. Data sharing and collaboration on related themes (e.g. climate crises or human rights)
can provide greater insight through new uses of data on social issues that require multisector
solutions. This can accelerate progress toward sustainability goals.
Developing data policies that promote and support data sharing avoids duplication of data
collection effort, maximising return on investment. This is a real benefit for the data subjects
because it allows maximum use of their contributed data and minimises data collection fatigue.
Having a responsible and transparent approach to data sharing also allows your organisation
to be (and be perceived as) open and accountable. This can increase trust in your organisation,
opening options for collaboration—critical for progress toward sustainability.
Ultimately, increasing sustainability systems’ capacity to use and share data will be crucial
to their strategic development, including: branching out into new and emerging markets;
experimenting with landscape approaches; and forming partnerships with other systems
and external actors to transform sectors.

11
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Costs
Data sharing is not without costs. These may include the
cost for: data collection and curation; systems to interact
with data and data analysis; integration into enterprise
systems; appropriate security measures and processes;
hiring the right talent; and any potential liabilities
associated with sharing data. It is important to weight
the benefits relative to the costs of sharing your data.

Common barriers and challenges
to data sharing
Tactical issues can hamper sustainability systems’ ability to
gain full value from sharing data internally or externally.
Some examples include:
• Inability to compile and organise the data in a
presentable and useful manner
- Data unavailable in a digital format that facilitates
exchange
- Lack of knowledge about where the data resides
• Issues with data quality: Is the data accurate, reliable
and (where necessary) up-to-date, or does the dataset
have missing, duplicate or unstructured data?
• Approval processes that are not well defined, and thus
time consuming.
Many systems are aware of these challenges and
developing stronger data governance policies and
practices to address them. In fact, several challenges
associated with data sharing can be overcome by
implementing good data governance (Box 1). Having
clear policies and procedures is a prerequisite for
effective, value-driven data sharing within and between
organisations. It means less time is needed to deliberate
what data can and cannot be shared, and what can be
done with the data. It also means fewer data quality
issues, resulting in higher potential value from
combining and sharing data.
As identified in the recent ISEAL publication Aligning and
Combining: What we’ve learned about metrics and data
sharing, another barrier to sharing data is weaknesses
in organisations’ data use policies and agreements. In
many instances, sustainability systems’ data use policies
and contract agreements with certified entities do not:
• Allow for use of data in ways not originally anticipated
(e.g. using audit data for monitoring and evaluation
purposes)

• Allow of use of data outside of the organisation
• Include clear terms for how different types of data
can be shared, with whom, at what level and under
which circumstances.
All these issues can be avoided by establishing clear
policies for negotiating rights to use data, as well as
clear, transparent and fair processes to uphold and
protect those rights.

Box 1.
Data governance is the collection of practices and
processes used to ensure formal management
of data assets within an organisation. It often
includes concepts such as data stewardship
and data quality. When developing data sharing
agreements, consider:
• what the other party might want to do with
your data
• whether you need to restrict what they can
do with it
• what happens if things go wrong.
Organisations with good data governance
document procedures that describe who can take
what actions, with which data, including when
and under what circumstances, and using what
methods. Good data governance provides the
requisite clarity for use rights and responsibilities
in data sharing agreements.
In 2019, ISEAL produced four community
resources (requires login) to help members
strengthen their data governance programmes.
These include:
1. Understanding Your Data Value Chain
2. Developing a Data Inventory
3. Developing Your Data Governance Policy
4.	Structuring Data Sharing Agreements for
Personal and Sensitive Data
We have also compiled a variety of external
resources that align with the 10 steps to
strengthening an organisation’s data governance.
These are available through the ISEAL community
website (login required).
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Whose data is it anyway? The
importance of obtaining consent
Data is a critical component of sustainability systems. Responsible
governance of data relating to verification of credible sustainability
claims is a priority among ISEAL Community Members.
Sustainability systems face risks and challenges in managing, using and sharing these data
responsibly. Irresponsible or inappropriate use of data can harm vulnerable individuals and
communities. For instance, sharing the location for certified operations that have recorded
instances of child labour might stigmatise that individual producer or community. At the same
time, sharing and using sustainability systems’ data responsibly can provide direct and lasting
benefits for those same people. For example, using that same location data in combination
with area under production and climate data can inform appropriate timing and levels of
agrochemical application to improve yields.
While personal data can categorically be considered sensitive,3 non-personal data is more
nuanced. For example, sharing the location of high-conservation areas might attract illegal
poaching. Or the location of certified areas might be combined with other data to identify
individuals. Even though these data are not personal data, in a particular context they may
be considered sensitive (ANNEX 1).
While significant efforts have been made in recent years to improve data governance in different
contexts, the focus has been on promoting data protection and privacy, as opposed to more
comprehensive data ethics that can be applied to support responsible data sharing. Further,
current data governance concepts such as data ownership and consent are under scrutiny. Their
meaning in law, policy and public discourse continues to shift in new and unpredictable ways.

3

See ISEAL Data Governance Resource 4: Structuring data sharing agreements for personal and sensitive data.
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Is data ownership the right concept?
Given our increasingly data-enabled society, debate and
discussion around the idea of data ownership is growing.
The notion of owning data is challenging because data
is not like other goods we own. Data is ‘non-rivalrous’,
meaning someone can both give it to you and still
possesses it themselves without it costing the data
provider any of the original good. If I give or sell you data
that I possess (be it personal or data that is not about
people at all), I can still have it. If that same data is stolen,
I still have it but someone else possesses it as well.
Other goods are rivalrous, meaning if someone gives it to
another person, the person giving it no longer possesses
the good. If I sell you my car, it is yours and I no longer
own it. If someone steals that car from you, then you
no longer have it. With data, that is not the case. That is
why use of the term ‘data ownership’ raises significant
legal concerns and challenges, and may be unsuitable.
For these and other reasons, there is no clear legal basis,
in common or civil law, for the idea of data ownership.
In addition, the concept of personal data is dynamic.
What is currently deemed non-personal data could
soon be regarded as personal data (e.g. if it can be used
to identify an individual). Technology is continuously
evolving, and processed or machine-generated data are
being debated in some situations as personal data.4
The recent European Union General Data Protection
Regulation and other privacy and data protection
laws have placed control and consent at the heart
of protecting personal information, and begun a
conversation around individual ownership of personal
information. The consent model of data protection is
designed to give individuals a degree of control over
their personal information, and recognise individual
interests in their personal information. However,
that control falls short of ownership and is a carefully
constrained type of control.5
We recommend sustainability systems think in terms
of specific data rights versus data ownership.

Implementing and maintaining a consent
policy as part of data collection
Sustainability systems are in a unique position to
develop services that help certified entities achieve
fairer outcomes by participating in the data ecosystems
of sustainable value chains (Figure 2). By being clear on
data use rights, you open a variety of opportunities to
directly benefit from sharing data.

A fundamental step is developing sound organisational
principles and policies for sharing data obtained from
certified entities. Key policy priorities include: protecting
the data of individuals; fostering transparent data policies;
creating standards for interoperability of data functions;
and developing skills relevant for the data economy.
This section is a high-level primer about consent for
data collection, use and sharing in the context of
sustainability systems.
Informed consent should always be obtained from
the data subject at the time of data collection. For
sustainability standards, it would most likely be
included as part of the client services agreement
associated with the certification assurance system
or monitoring and evaluation data collection.
Disclaimer: This section provides basic guidelines. It is
not a substitute for legal advice. In order to comply with
context-relevant legal requirements, seek legal expertise.

Box 2.
The United Kingdom Information Commissioner’s
Office has produced a comprehensive guidance6
for consent as the lawful basis for processing of
personal data under the General Data Protection
Regulation. It includes checklists, examples, links
to other guidance and further reading that help
to understand consent and can be applicable
beyond compliance with the General Data
Protection Regulation.

The legal context in which sustainability systems collect,
manage and use data is in flux, and what constitutes
personal data is likely to change. To get ahead of this
challenge, and address any power differential between
the certified entity and certifying organisation, you can
let individuals decide how non-personal data associated
with their certified activities is used by extending the
consent model to these data.
Consent is an ethical option for processing non-personal
data that offers individuals a real choice and control
over how you use data associated with their certified
activities. It respects and recognises that individuals
are autonomous agents who can make informed and
considered choices, and determine if those choices
are consistent with their interests.

Scassa, Data Ownership. Last accessed 15 August 2020.
For a fuller discussion on this topic, see Scassa, Data Ownership. Last accessed 15 August 2020.
6
United Kingdom ICO, Consent. Last accessed 19 August 2020.
4
5
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By basing your system’s processing of non-personal data
on consent, you practice the principles of transparency,
fairness and accountability. This places the certified
entity at the base of the data value chain. This ethic
and practice can help increase confidence and trust
in your organisation, which can further enhance your
reputation, improve levels of engagement, and inspire
development of new services and products.
However, consent has its limitations, and whether it
is appropriate or valid always depends on the specific
context.7,8 Obtaining informed consent across the variety
of contexts in which sustainability systems operate
requires thoughtful planning. This includes structuring
the consent processes to fully align with the overall
plan for collecting, sharing, using, and disposing or
archiving the relevant data for audit and monitoring and
evaluation activities. It requires you to identify and think
through the various intended and expected uses
of these routinely collected data.
Contractual agreements and associated informed
consent to use non-personal data can foster, establish
and maintain trust between the actors in a data sharing
arrangement. On balance, most individuals signing up
for certification (a process that requires their consent
to share data) understand that it can be beneficial, even
if it is not entirely risk free. However, there is not an
equal balance of power in the relationships between
certified entities, auditors and sustainability systems.
Thus, contracts and consent can only function as a
foundation for trust if:
• The information in the informed consent and
contract agreement are fully understood by the
more vulnerable party in the contract relationship
• The more powerful actor takes responsibility to provide
the information in a way that it can be understood
• The informed consent is consistent with how the
information will be used, and includes considerations
for addressing consent when unforeseen reuses of
the data emerge.9

The third point requires sustainability systems to build in
prompts in their data governance systems that surface
alerts when data gathered for one purpose is likely to
be used for another purpose, bearing in mind that it
may require renewing or refreshing the original consent.
Going back to each original data subject can be time
consuming and impractical for every new data use.
In some instances (e.g. death of an individual), it may
even be impossible. Recognising that data collected by
certification organisations has a wide variety of uses
that are difficult to foresee at the time of consent, we
can draw on experiences of the biomedical community
for inspiration in how to address this.
Option 1: Ask the data subject for consent to store
and reuse data for a variety of uses, without specifying
how they will be used. The problem is this is not truly
informed consent, as they do not know how the data
will be used.
Option 2: Offer a tiered consent, which allows data
subjects to make more than one choice. Once a choice
to store the data with the sustainability system has been
made, they are offered a menu of choices that specify
what the data can be used for. The challenge is ensuring
that data subjects understand the options.
Option 3: Propose a governance body made up of
representative data subjects that decide the data
sharing policy with sustainability systems when new
data uses arise. This affords data subjects some control
and a role in managing the purposes for which the data
can be used.
None of these is a perfect solution, and the subject of
consent requires ongoing innovation and learning to
come to acceptable solutions.
What is critical is to use these data to develop products
and services that directly benefit the data subjects in
timely and meaningful ways.

For the first two points, the language used must be
understood by all parties. This includes the language in
which the consent and agreement are written, as well
as any specific technical or legal terms used.10 Access to
technical and legal resources and capacity may vary, so
the language used should reflect the level of technical
and legal expertise available to all parties.

ITCworks, 2019. How to add informed consent to your responsible data practices for discussion of different context. Last accessed 19 August 2020.
United Kingdom ICO, When is consent appropriate. Last accessed 19 August 2020.
9
For a fuller discussion of this topic relative to the EU code of conduct on agricultural data sharing by contractual agreement, see van der Burg,
S., Wiseman, L. & Krkeljas, J. “Trust in farm data sharing: reflections on the EU code of conduct for agricultural data sharing”. Ethics Inf Techn
(2020). Last accessed 18 August 2020.
10
ICPSR, Recommended informed consent language for data sharing. Last accessed 19 August 2020.
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How to share data responsibly
This section provides an overview on how sustainability systems
can conscientiously structure a variety of data sharing arrangements
that honour the consent and data rights granted by data subjects.
Data sharing options
Sharing data does not mean that anyone can do anything with your data. Data sharing can take
many forms, depending on scale and complexity of the sharing in question. Several types of
arrangements can be used to define how data is shared between two or more organisations,
or different parts of an organisation. These include:
• verbal agreements between colleagues
• memoranda of understanding
• service level agreements
• one-off bespoke legal contracts that license use rights
• publishing data with clear licensing terms and conditions.
An important part of sharing data inside an organisation is having an organisational data policy11
that clarifies the rules and guidelines for internal sharing.
The next level of sharing goes beyond your own organisation while retaining some level of
control through restricted sharing. These data sharing arrangements can be governed through
memorandums of agreement, non-disclosure agreements or bespoke contractual data sharing
licence agreements. This is an opportunity to get outside your own echo chamber and expand
the dimensions of how you consider using the data. It may be that you are sharing your data
for peer review to identify gaps in your data asset, or to get different expertise about the
resilience and utility of the data. You may be sharing your data with an analyst or researcher for
a defined study or routine analysis. You may also be considering aggregating your data with other
organisations’ data to explore collaborative analyses and increase the scope and application of
your data set (e.g. ISEALs Certification Atlas). This may include loading your data onto a common
platform or collaborative software (e.g. Global Forest Watch Pro, ESRI ArcGIS or Oracle12).

11
12

See ISEAL Data Governance Resource 3: Developing your data governance policy.
Often, collaborative software allows you to configure access permissions and generate check logs for suspicious activity. While this will not
necessarily prevent leakage, it can help you proactively identify breaches and take action to contain the damage.
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There are also important groups exploring ways
to create public value through cross-sector
collaboration.13,14,15
The final category of sharing is to publish your data
alongside clear licence rights and conditions for use.
If you are at this point, your data has likely been
reviewed for quality and accuracy, all personally
identifiable information has been properly addressed,
and it is a robust and safe version for sharing. One
benefit of publishing your data is that once you are
clear on the value of making your data available
broadly, you minimise having to manage a series
of one-off, bespoke data licence agreements.
Forest Stewardship Council and Roundtable on
Sustainable Palm Oil publish location data for certified
concessions. For Forest Stewardship Council, these data
are without warranties with respect to the accuracy
and reliability of the material, and are for read-only
purposes. The data for Roundtable on Sustainable Palm
Oil is freely downloadable (except for Indonesia), but
it states that the data are to be considered “guidance”
only. Both organisations have developed their own
platforms for sharing these data.

What is a data sharing agreement?
As with many terms in this document, there is not a
globally consistent definition. For the purposes of this
guidance, a data sharing agreement is a formal contract
that licenses data exchange between two or more
parties, including, for example, the Terms of Service on
a website that publishes data. It clearly documents what
data is being shared, for how long, and any restrictions
on its use. It provides a common set of rules that, once
approved, constitutes a legally binding21 agreement for
all organisations involved in the data sharing initiative.
The agreement should be drafted in clear, concise
language that is easily understood.
A central role of a data sharing agreement is to clarify
the allocation of benefits and risks. Data is being
licensed, not sold, so both parties continue to have
rights and responsibilities for the data. The data sharing
agreement is where those rights and responsibilities
are defined. It is more than just a transfer of intellectual
property rights; it is an allocation of risk. If these issues
are not covered in the agreement, parties are letting
others decide who is responsible.

Another publishing option is to upload data into a
managed data repository. This is becoming standard
practice for research, and the push for more open data
is resulting in a variety of collaborative open data
repository options.16
If you are publishing your data there are a range of
licensing options to consider, ranging from open to
closed. There are good online resources to support
organisations in thinking through licence options when
publishing data,17,18,19,20 but it is important to first do
the internal strategic thinking about what rights you
can and want to grant.

Data Stewards Network. Last accessed 21 August 2020.
Data Collaboratives. Last accessed 21 August 2020.
15
McKeever, B., Greene, S., MacDonald, G., Taitan, P., Jones, D. (2018) Data Philanthropy: Unlocking the Power of Private Data for Public Good.
Last accessed 21 August 2020.
16
See Microsoft, Closing the data divide resource section for a list of data repository initiatives. Last accessed 20 August 2020.
17
What is the most appropriate licence for my data? Last accessed 21 August 2020.
18
Open Data Institute. Publisher’s guide to open data licensing. Last accessed 21 August 2020.
19
GitHub open source guides. The legal side of open source. Last accessed 21 August 2020.
20
Microsoft. Removing barriers to data innovation. Last accessed 21 August 2020.
21
Data sharing agreements are imperfect solutions, insofar as enforcing them is rarely simple and any breach means that the data is already
distributed. However, they do offer several benefits. Agreements define the conditions, limitations and ethical guidelines that govern data
sharing, and impose a measure of rights and control. They establish a shared set of expectations and reveal previously unforeseen risks. Being
explicit about risks and responsibility helps allocate risk across the chain of actors by clarifying who data can be shared with, and reinforces
awareness about a responsible approach among actors not directly within your organisation’s sphere of influence.
13
14
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Steps for implementing
data sharing agreements
This section provides basic steps to
consider when exploring or planning
to share data outside your
organisation by developing a legally
binding data sharing agreement.
Most of the steps outlined also
apply to deciding the terms and
conditions for platform-dependent
sharing between peer organisations,
and publishing with open or closed
licences.
Disclaimer: This section does not
constitute legal advice. It is designed
to provide an overview of steps to
consider in sharing non-personal
data held by sustainability systems.
Legal advice must be sought to
carefully consider the specific
legal considerations that will apply
in the different jurisdictions where
sustainability systems operate,
as they may differ depending on
organisation, jurisdiction, type
of data and licence use.

Can I have your data please?
Developing a data sharing agreement is only one of many
activities required when organisations are interested in using
another organisation’s data. It is important to allocate adequate
time and resources to develop a data sharing agreement—it can
take several months or more to finalise. When someone outside
your organisation asks if they can use your data, there are a series
of steps you should take to arrive at an acceptable agreement.

STEP 1:

Clarify the data sharing aims
and data requirements for the
data being requested

Defining the intended purpose and ultimate goal for the data
sharing exercise provides a basis for understanding what data
is required. This includes the quality, frequency, accuracy and
precision required. It also helps to determine the underlying
benefits and risks associated with fulfilling the data needed.
Data sharing is a transaction, with data as the currency. A clear
understanding of value and risk on both sides is necessary for
a successful transaction. It also allows detailed requirements
to be negotiated for the data that will be shared.
In defining the purpose, carefully consider the final audience and
presentation format for the data, as this can determine how the
data is ultimately shared, or what might be needed for it to be
interpreted and communicated correctly. There are many ways
of presenting data, from infographics to narrative reports to maps.
Visual and narrative misrepresentation of data, by chance or on
purpose, is an issue of great concern.

STEP 2:

Outline the benefits of sharing the
data for the defined purpose, and
decide if the benefits outweigh
the costs of sharing

There are many benefits to sharing data. Making data available
through publication and associated licences, or through bespoke
one-off data sharing agreements, can maximise the impact of your
data or the conclusions drawn from it. For example, it can inform
collaboration, provide stronger evidence for advocacy and action,
increase efficiency of service delivery and product optimisation
beyond your organisation, and play a critical role in decision
making among a variety of external stakeholders. It is important to
outline any benefits in order to inform your choice to share data.
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Sharing data is not without risks and costs, however.
There are the obvious costs of preparing the
agreement and the data to be shared, and the due
diligence to ensure the contract is adhered to. Risks
also need to be considered, as there may be known
risks that can be addressed in the contract as well as
unintended consequences. It is critical to undertake
a risk classification22 if this is not already part of
your data governance policy and practice, ideally in
collaboration with the organisation requesting the
data (licensee).
Some things to consider include:
• Can the data be used to re-identify individuals?
• What are the consequences for individuals or
groups if they are re-identified?
• What people or groups have an interest in trying
to re-identify your data (e.g. intelligence agencies,
hackers, curious data scientists)?
• What other data sets are available that may
support in re-identifying your data? Are they
publicly available? Are you allowing restricted
release of these data to the same or other actors?
• What technical and version control method
are you using to ensure you release the correct
anonymised version of your data?
• Are there ways to avoid re-identification
(e.g. aggregation or other approaches)?

STEP 3:

Determine if the data
is already available

Sustainability systems do publish datasets. If the data
is already published, a data licence agreement is not
needed. Simply direct the enquiry to the public site
where they may freely access and use it according
to the terms and conditions of its existing licence.
However, it may be that the published data does
not suit the needs of the enquiry. Some possible
reasons include:
• the terms and conditions are too restrictive
• additional attributes are being requested
• the data is not in a format they can use
(e.g. PDF file).
In this instance, you will need to determine
if a data sharing agreement is appropriate.

22

Digital Guardian. Last accessed 14 August 2020.

STEP 4:

Decide if a data sharing
agreement is required

Data can be shared in a variety of ways, so
you will need to consider which option is most
appropriate and what data sharing agreement is
most suitable. The legal implications of data sharing
agreements, and therefore the most suitable type
of arrangement, can depend on various factors
including geographical location, type of institution
involved and the type of data. In some instances, an
arrangement that is not legally binding may be more
suitable than a legal contract. Informal arrangements
(e.g. memorandums of understanding) do not mean
that the need to respect the rights and interests of
all stakeholders is in any way diminished. The risks
associated with the different types of data sharing
options should be identified and considered when
deciding which option to use.
For the issues highlighted in Step 3, it may be
feasible to simply adjust the terms of use or data
attributes available in the published dataset to meet
the data use objectives of the enquiry. If not, and
there are clear discernible benefits to sharing the
data, you need to clarify if you have the rights to
share the requested data.

20

Structuring data sharing and licensing agreements

STEP 5:

Verify you can
share the data

Prior to developing a data sharing agreement,
you must clarify that you have the legal rights and
permissions to share the requested data. There are
a variety of considerations in this step:
• Does the request include personal data? If yes,
please refer to ISEAL Data Governance Resource 4:
Structuring Data Sharing Agreements for Personal
and Sensitive Data.
• Does sharing the data comply with institutional
data sharing policies, the national laws of all
countries involved, regional and global legislation,
and any other legally binding agreements?
• Do you have appropriate consent to share the
data? Informed consent is the process by which
one discloses appropriate information about the
data collection so that the participant may make
a voluntary, informed choice to accept or refuse
to cooperate.
• In addition to legal requirements, there may be
ethical considerations that inform your choice
to share data. Use of tools like the Open Data
Institute’s Data Ethics Canvas can help you
explore these issues.

STEP 6:

Identify the entities in
your data supply chain
that control and process
the data

Determine where the data of interest is housed and
who manages that data. The data may be managed
by different departments within your organisation
that may have different requirements for sharing the
data. These actors need to be notified, informed of
any data preparation and management requirements,
and effectively prepared for sharing the data.

STEP 7:

Identify the individuals
that will be responsible
for developing, reviewing
and approving the data
sharing agreement

Often the request to share data might not be
directed to those who can authorise it. The
individual(s) with the necessary authority should be
identified and approached early on in the process of
developing a data sharing agreement, and should be
included in the process of creating the agreement.
In most cases, it is useful to work with your legal team
from the start to ensure that requisite components
are included and legal concerns are addressed early
in the process. We recommend creating a timeline
for developing and executing the agreement with
all individuals who will be involved.

STEP 8:

Develop a draft
agreement

It is easiest to develop a data sharing agreement if
your organisation has an existing template. If your
organisation does not have a template, it can be
useful to reference examples of data sharing
agreements from colleagues or other sources.
A non-exhaustive list of clause types and associated
considerations that can be included in a data sharing
agreement is outlined in ANNEX 2.

STEP 9:

Share the draft
agreement

Once a draft of the agreement is available, it should
be sent to all parties for review. If there are questions,
concerns or recommended edits, the agreement
should be revised as needed. If there are significant
issues to be resolved, it can be beneficial to bring all
parties together to discuss options for resolution.
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Finalise the agreement

STEP 10: and obtain signatures

of approval

Multiple rounds of questions or negotiations may
be needed between the draft and final version of the
data sharing agreement. Once all issues have been
addressed, the authorised individuals for the various
organisations providing the data and the organisation
receiving the data must sign the agreement.

STEP 11:

Prepare the data for
sharing and transfer
the data

Once you have agreed to share the data, you can
now prepare and transfer the data. You will want
to quality check the data to identify any gaps, errors
or other issues related to usability of the data by
the licensee. Your approach for quality checking the
data should follow what was outlined in the contract
related to allocation of risks.

STEP 12:

Seek feedback from
the data user

STEP 13:

Monitor for licensee
compliance with the terms
of your agreement

Monitoring third party data sharing is challenging.
As sustainability systems’ data enter the digital
data economy, emergent digital solutions23 can be
considered. A prerequisite for monitoring compliance
is systematic documentation of what data is shared
with whom and how the data are used. This should
be done internally as well as required by the
licensee in the management plan set forth in the
agreement. This affords some level of tracing if
there is any observed non-compliance with the
terms of the agreement.

Resource and implement
STEP 14: any changes to how the
data is managed based
on user feedback and
compliance with terms
of the agreement
Communication internally, and in some instance
externally, about the insights gleaned from the
data sharing exercise increases transparency and
strengthens trust among stakeholders. You will
need to resource the implementation of necessary
changes based on learnings.

It can be very instructive for your data governance
policies and practices to obtain feedback from the
licensee regarding the quality and utility of the data,
and reflections on the overall process for establishing
the agreement. In addition, it is useful to determine:
• If the desired purpose or outcomes for establishing
the agreement were achieved, and record your
responses. It is helpful if you have collaboratively
decided with the licensee what constitutes a
positive outcome for the data sharing process
and its impacts.
• If the outcomes were not achieved, what were the
reasons for failure (e.g. the data did not address
the specific need, outputs of the data sharing
initiative were not visible to the target audience, the
data or results were not shared in a timely manner,
or the data were not provided in a useable format)
and how might they be resolved?

23

How to manage, monitor and validate third-party data sharing, International Association of Privacy Professionals. Last accessed 14 August 2020.
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Special considerations for geospatial
data when developing data sharing
licence agreements 24
The geospatial community represents a particular data ecosystem.
It is an international network that collects, uses, stores and distributes
geoinformation across a variety of technology platforms, industry
groups and user communities. It is comprised of stakeholders that
are all innovating individually and collaboratively. Geospatial data
products and services are synthetic, based on aggregation of data
collected from diverse sources (e.g. geo-tagged photos, drones,
electro-optical satellite imagery).
In many instances these data are meant to be shared. As a result, the laws and policies that
affect the collection, impact and distribution of geospatial information in one segment will
affect others.
Geospatial data raises distinctive data governance challenges, in part because there are
unique considerations that need to be made when collecting, using, storing and sharing
geospatial data. Refer to ANNEX 2 for further detailed considerations when drafting a
data licence agreement.

24

See also Centre for Spatial Law and Policy: Ethical considerations for sharing and licensing geolocation data for sustainability standards.
ISEAL community resource (Login required).
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Geospatial data is diverse
Geospatial data can include addresses, electro-optical
satellite imagery, LIDAR from mobile platforms and
geo-tagged photos or posts from a social media
application. It can be collected from a variety of sensors
and platforms, including unmanned aircraft systems
(i.e. drones) flown by a commercial enterprise, citizens
using GPS-enabled mobile devices in their spare time,
and government surveyors mapping a forest. Depending
on the laws of the applicable jurisdiction, each type
of geospatial data could be subject to different legal
or regulatory regimes. Unfortunately, there is no one
source that an organisation can use to determine
what laws might apply.

Geospatial data is used for a variety
of applications
Geospatial data is used for many different applications.
For example, geospatial data is critical in providing
turn-by-turn navigation, understanding the impact
of CO2 emissions around the globe, assessing and
managing risks such as water scarcity or deforestation,
and planning national infrastructure projects. Moreover,
a single geospatial dataset can be used by several
different actors for a variety of different purposes. For
example, a single dataset can be used by: 1) a bank to
identify the best location for a new branch; 2) the local
transportation department to build the infrastructure
to support the bank; 3) a navigation app to allow
customers to find the branch; and 4) a criminal planning
to rob the bank. It is difficult from a technical, legal
and ethical standpoint to allow some of these uses
but not others.

Laws and regulations pertaining
to geospatial data are evolving
While geospatial technology has been available for
many years, it has only recently become integrated into
broader commercial (or private) applications. Since legal
and regulatory frameworks generally trail technological
developments, lawmakers and regulators have only
just begun to consider the legal issues associated with

the power of geospatial technology. As a result, laws,
policies and regulations related to geospatial data will
likely change considerably in the next several years.
Because of current legal and ethical ambiguities,
we recommend obtaining individuals’ consent for
geospatial information associated with certified
activities which you collect, manage and use as
part of your sustainability system operations.
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ANNEX 1
Considerations for personal and sensitive data
The differentiation between personal
and non-personal data is part of the
development of an organisation’s data
inventory25 and should be a step that
is planned under the organisation’s
data governance policies.26
An organisation collecting and using personal data must
have a legal basis for doing so, and is subject to a variety
of constraints. Personal data is information through
which an individual can be either directly or indirectly
identified, and it is fundamental in the field of data
protection law. Sensitive data is a special category of
personal data that are considered especially sensitive,
and data protection laws restrict the use of this type
of information.

An example might be where a group, community or
individual can be identified using location data and that
group, community or individual becomes a target for
persecution or acts of violence. In this instance, the
location data would then become legally classified
as sensitive data.
The following decision diagram can help you identify
and classify potentially sensitive data.

However, what precisely constitutes personal and
sensitive data is sometimes interpreted differently
across jurisdictions. It is important to seek legal advice
to ensure organisations are processing such data in
accordance with the law.
The most common list of categories for sensitive data
include: information relating to a person’s health, race,
genetics, political or religious beliefs; sexual orientation;
trade union membership; criminal record; and biometric
data. For an overview of the issues to consider when
sharing personal and sensitive data, refer to ISEAL
Data Governance Resource 4: Structuring data sharing
agreements for personal or sensitive data.
Bear in mind that data that does not appear to be
within these special categories may become sensitive
data when placed in a particular context, or may
inadvertently become sensitive data even where an
organisation has not intended to hold sensitive data.

25
26

ISEAL Data Governance Resource 2: Developing a data inventory.
ISEAL Data Governance Resource 3: Developing your data governance policy.
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NO

1. Can the data be cross referenced against
another data set to produce personal data?

UNKNOWN
CONSULT
AN EXPERT

YES
2. What is the reasonable likelihood
a third party will use the information
to identify an individual?

High = consider
sensitive data and
determine likelihood
and severity of risk
associated with
disclosure.

UNKNOWN

Low =
non-sensitive data,
can be classified as
public and shared
accordingly.

YES

UNKNOWN
3. Are there any significant
foreseeable risks of data
being used maliciously?

NO

YES

Consider sensitive data and determine likelihood and severity of risk associated with disclosure

Likely severe
impact = Strictly
Confidential

Likely moderate
impact or unlikely
severe impact
= Confidential

Likely low impact or unlikely
moderate impact – Restricted
access where use provides a clear
associated benefit for potentially
impacted individuals and groups

Use of the above decision tree must be context
specific. This means that there will always be a degree
of flexibility in applying this classification mechanism,
and the decision maker will need to navigate based
on their own experience and expertise. Where lack
of experience and expertise is an obstacle to decision
making, we recommend seeking advice from experts
or colleagues with complementary knowledge.

Unlikely low
impact = Public

Think about what data gets shared, and the implications
of sharing (taking into account the context and point of
view of those to whom the data relates), as you define
licensing terms and conditions that can reduce the risk
of harm while still permitting beneficial outcomes.
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ANNEX 2
Types of clause that may be included in a data
sharing agreement,27 including special considerations
for geospatial data
Title: The name of the agreement and who authored it
Parties to the agreement: Those organisations that will
be involved in the data sharing
Context and purpose of the data sharing initiative:
This section should include the justification and basis
for sharing, outlining why the data sharing agreement is
being created and including information on any relevant
regulations the agreement falls under (e.g. GDPR for
personal information).
Data items to be shared: It is often beneficial to provide
the description of the data in a separate document.
This makes it easier to amend than if the description
is included in the body of the licence agreement. The
description should be clear, complete and accurate.
Consider including:
• description of the data to be shared, including the
structure (e.g. attributes, formats, does it include
metadata)
• time period the data covers
• geography the data covers
• description of data quality (e.g. accuracy, relevance,
usability)
• description that details whether the data is raw or
has been processed
• source of the data. In the event the data is geospatial,
including the platform upon which the sensor collected
information is important. Some jurisdictions have
restrictions on imagery collection and use from
unmanned aircraft systems (drones) that do not
apply to imagery collected from manned aircraft
or satellites.
Consent: A licensor (data provider) cannot grant the
licensee (data recipient) broader rights in the data then
the licensor possesses. It is important for the licensee
to satisfy itself through due diligence and to document
in the agreement that the licensor has the right to grant
permission to use the data for the anticipated purposes.

27
28

For example, a licensee of geospatial data might ask the
licensor to state that the geospatial information was
collected in accordance with applicable law, and that
all necessary consents have been obtained in order for
the data to be licensed by the licensor to the licensee.
Similarly, a licensor might require the licensee to promise
to comply with all applicable privacy and data protection
laws with respect to its use of the geospatial information.
These laws will vary depending on several factors,
including the type of geospatial information that is being
licensed, the products and services being developed,
and the potential applications of those products and
services. For example, geospatial information being
used in the health, financial and insurance industries
will be subject to much greater regulation than data
being used to assess carbon emissions.
Handling: This section focuses on information
governance and protection of the information.
• Protocol for when and how the data will get from one
party to another. How will data be delivered? Data
can be delivered electronically, in bulk or accessed as
needed through an application programme interface.
It can also be delivered physically on a medium such
as an external drive.
• Description of how the data will be compiled
and stored, and associated securities.28 Given the
proliferation of data protection laws and focus on data
privacy and cybersecurity, it is important to address
the nature and sensitivity of the data to be provided
and, if warranted, the steps the licensee is obligated
to take to protect the data, as well as the licensee’s
potential liability if a data breach occurs.
• Confidentiality: Description of how the participating
parties and the data itself are protected
• Procedures for dealing with access requests, queries
and complaints
• Local or international laws that can affect the data
being shared

See also Data Governance Resource 4: Structuring data sharing agreements for personal and sensitive data.
As a starting point for understanding data enterprise cybersecurity see United Kingdom Information Commissioner’s Office data protection
self-assessment, last accessed 19 August, 2020; What is cybersecurity? What do you need to know, last accessed 19 August 2020; Enterprise
data protection: The definitive guide, last accessed 19 August 2020; and 10 things enterprises can do to protect their data, last accessed
19 August 2020.
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What rights are being granted: Clearly define explicit use
rights and restrictions on use of the data being shared.
• When will the licensee’s rights with respect to the
data begin and end?
• Is the agreement exclusive or nonexclusive?
• Does the agreement allow use of the data for
commercial purposes?
• Does the agreement allow creation of derivative
products? If yes, include a definition of what
constitutes a derived product for purposes of the
licence agreement. For example, in the case of
geospatial data, a licensee of imagery may want
clarification as to whether the licensor asserts that
tracing or digitising an image creates a derived work.
• Can the data be copied or stored in more than
one location?
• How will the data be represented in public
presentation and reporting?
• Can the data be sublicensed by the licensee?
• Can the licensee transfer the data rights directly to
a third party?
• Does the licence include updates or modifications?
• Can the licensee only use it for internal purposes,
and not publish, share or display to third parties?
• It is useful for the licensor to be explicit about
restrictions and limitations on use. For geospatial
data, a standard limitation is that the licensee shall
not directly or indirectly use the geospatial data
in any manner or for any purpose that infringes,
misappropriates or otherwise violates any intellectual
property right or other right of a person; or that
violates any applicable law. Another standard
limitation is that the licensee shall not reverse
engineer, disassemble, adapt or otherwise attempt to
derive or gain access to the source of the geospatial
data or methods used to compile the geospatial data,
in whole or in part; or remove any proprietary notices
included within the geospatial dataset.
• A licensor may impose further limitations on the rights
granted. These could include:
- the rights granted in the data are only valid for use
in certain geographic regions
- the rights are limited to the development of products
and services for use in certain industries/markets
- restrictions on transferring the geospatial
information in digital form.
• In some instances, it can be helpful for the licensor
to set forth specific rights it wishes to retain to avoid
any confusion or dispute.

Considerations: Describe if there is any form of
payment to be made to the licensor of the data under
the agreement. A payment will not be included in an
‘open data’ licence, although some open licences will
allow the licensor to charge a reasonable fee for the
cost of reproduction. For example:
• None
• Cash
• Royalty
• Services in kind
• Taxes on intangible assets, such as geospatial or other
types of data, may vary between jurisdictions and may
include sales, use, value-added and property tax. It is
important to understand what, if any, taxes may apply,
and which party is responsible for them.
Allocation of risks: Risk goes both ways—liability
(risk of harm to another or third party) and damages
(risk of harm to your organisation).
• Representations and warranties: This section
defines the data delivery, inspection and acceptance
parameters. Is the data licensed “as is” or does the
licensee have a right to inspect it upon receipt or
for a described number of days to assess accuracy,
completeness, authenticity, usefulness, timeliness,
reliability, appropriateness or sequencing of the data?
In some cases, representations and warranties are
combined. Alternatively, the agreement can include
a separate section for each. Representations are
statements of fact made by one party to induce the
other party to enter into an agreement. For example,
it may be that the dataset being licensed is the most
recent version, or is for a particular date period.
In some jurisdictions, certain statutory warranties apply
in a commercial transaction, even if these warranties are
not specifically set forth in the data licence agreement.
These are considered implied warranties. For example,
an implied warranty of fitness for a particular purpose
will arise if the licensor knows or has reason to know of
a particular purpose for the data being acquired. In that
instance, the implied warranty is that the item is fit for
that particular purpose. If a licensor does not wish for
these implied warranties to apply, they must be clearly
and specifically waived in the data licence agreement.
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Covenants: Clarify if there are actions the licensee
should promise to take or not take. For example:
• non-commercial use
• attribution
• share-alike
• obtain consent before sharing
• notice if distributing to third parties
Indemnification: Data quality, compliance with laws
and injuries to third parties. This is one of the leastunderstood sections of a data licence agreement.
An indemnity is a “guarantee through a contractual
agreement to repay another party for loss or damage
that occurs in the future.” It is important for all parties
to consider indemnification as part of their risk
management, along with measures like quality control
and quality assurance of the data being licensed.
Limitations of liability: A party that breaches a data
licence agreement may have to pay damages to the
other party. As a result, a party may seek to limit or cap
its liability for such breaches. If a cap is included on
the amount of damages that either is required to pay
in the event of a breach, the other party may seek to
have the cap not apply under certain circumstances.
For example, a licensee may request that the cap not
apply if the breach by the licensor results in personal
injury or death, if the action that caused the damages
were the results of intentional acts, gross negligence
or wilful misconduct of the licensor, or if the damages
arise from an infringement of a third party’s intellectual
property rights. Alternatively, a licensor may request
that a cap not apply if the licensee’s breach is in regard
to confidentiality, privacy or data security provisions
of the data licence agreement.
Intellectual property: Outline of agreed intellectual
property rights for resulting outputs. Shared data can
be used for a variety of analyses and purposes. Agree
the intellectual property status of the datasets, as well
as the authorship and rights to any expected outputs,
at the outset.
• Define what intellectual property rights are being
granted and which are being retained.
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Termination:
• Describe the circumstances and rights of parties to
terminate the agreement.
• Duties upon termination: What happens to the
data upon termination? Is it deleted, and if so how
is this verified? Is it returned to the data provider
on an agreed date? It is important to determine
post-termination responsibilities.
• Describe what happens upon breach of an agreement.
In some instances, an agreement will grant the
breaching party a period to cure any breaches
before the other party can terminate.
• This may include a review of the effectiveness of data
sharing experience upon close of the agreement.
Designated contacts: Provide name and contact details
of organisational representative(s) that will:
• prepare the data
• update the data as needed
• monitor implementation of the agreement
• serve as contact to resolve disputes.
Signatures of authorisation: Name, contact details and
signature of the individual authorised to sign on behalf
of the participating organisations.
It can be helpful to incorporate appendices that include:
• A glossary of key terms
• A summary of any key legislative provisions, your
legal basis for data sharing, and links to any
authoritative guidance
• A model form used for seeking consent for the
data being shared
• Data sharing decision documentation, which
might include:
- what information was shared and for what purpose
- who it was shared with
- when it was shared
- your justification for sharing
- whether the information was shared with or
without consent
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