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Key definitions
Business intelligence (BI)
Comprises the strategies and technologies used by
enterprises for the data analysis of business information.
Coding
Using various programming languages to provide
instructions to computers on what actions to perform.
R and Python are commonly used in data science for
building applications, statistical analyses and machine
learning. SQL is a domain-specific language used for
management of relational databases.
Customer Relationship Management (CRM)
A CRM system helps a company manage and analyse
data related to its customers
Data
Facts, details and numbers without any context.
Database
A collection of related data that is structured and
organised. Databases are designed to record data.
Data ecosystem
A collection of infrastructure, analytics and applications
used to capture and analyse data. Data ecosystems
provide companies with data that they rely on to
understand their customers and make better business
decisions.
Data governance
Activities and policies designed to inform the extent
of confidence in data management and data use.
Data management and data use are not considered
individually or separately from each other. Both data
management and data use are intertwined across parts
of an organisation, across applications, and indeed
across the world.
Data insights
Deeper interpretation and understanding of the
meaning and patterns of an organisation’s data and
information layers.

Data integration
Data integration is the process of combining data from
different sources into a single, unified view. Integration
includes steps such as cleansing, ETL mapping, and
transformation.
Data inventory
A list of datasets with metadata that describes their
contents, source, licensing and other useful information.
Data literacy
The ability to read, interpret, apply, communicate and
discuss information in context.
Data lake
A storage repository that can hold vast amounts of data
stored in any format, often raw and unprocessed data
without a predefined purpose.
Data science
An interdisciplinary field that uses scientific methods,
processes, algorithms and systems to extract knowledge
and insights from many structured and unstructured
data.
Data steward
Any actor within or outside your organisation
that handles data, has a role in transferring data,
transforming it, or ensuring the quality of data. Data
stewards may also be data controllers or data processors
depending on their role and institutional affiliation.
Data strategy
A coherent strategy for organising, governing, analysing
and deploying an organisation’s information assets
that can be applied across all users and levels of data
maturity.
Data warehouse
An information system which stores structured data
from single or multiple sources. Data warehouses are
designed to analyse, report and integrate transaction
data from different sources.
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Extract, Transform, Load (ETL)
A process by which data is extracted from data sources
(that are not optimised for analytics) and moved to a
central host (which is).
Information
Data that is interpreted by structuring, organising and
placing it in context.
Internet of Things (IoT)
Refers to a system of interrelated, internet-connected
objects that are able to collect and transfer data over a
wireless network without human intervention.
Primary data
Data collected by your organisation from first-hand
sources, such as audits or surveys.
Processing
What you do with the data, including collecting,
recording, storing, using, analysing, combining,
archiving, deleting, publishing or sharing it.
Quality Management System (QMS)
A formalised system that documents processes,
procedures and responsibilities for achieving quality
policies and objectives.
Secondary data
Data collected and analysed by entities outside your
own organisation.
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Introduction
Through their monitoring and verification systems, sustainability
systems collect a wealth of unique data. Leveraging this data to full
effect can yield a number of benefits, such as improved operational
effectiveness and efficiency, more targeted risk management, and
a better understanding of performance and impact. However,
challenges remain for systems in accessing and creating value
from this data, whether for internal decision making or meeting
stakeholder needs.
Making sense of, and creating value from, your data is fundamentally a matter of setting
expectations, asking the right questions, and building systems and processes that enable
your data to work better for you. This practical guidance will help you transform your raw
data into actionable and trustworthy information for use in decision making processes.
Whether you are just starting out or already on the road toward data-driven decision
making, we hope this resource helps you unlock the full potential of your data.

Scope
This guidance is intended for sustainability systems seeking to maximise the value of
their data, combine data sources, and enable improved data-driven decision making
procedures. It builds on ISEAL’s work on data governance and management, focusing on
the opportunities afforded by robust data management and governance practices.
In a broader sense, this guidance is about data science, as opposed to data governance.
Data science addresses how to use data and systems to solve problems and answer
questions. It is complementary to data governance, which refers to the decision-making
structures and processes needed to manage the data.
This document starts by explaining some of the key concepts that organisations should
familiarise themselves with, then walks through a series of steps required to enable
data-driven decision making. In an effort to make examples and conclusions as relevant as
possible to sustainability systems, these steps are supplemented throughout by insights
and lessons from interviews with ISEAL members and desk research. Being a particularly
relevant use case for sustainability systems, ANNEX 1 supplements the main report with
specific examples and considerations in the development of data-driven risk assessments.
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Combining and structuring data: A range of
options for a range of needs
Why would an organisation seek
to change processes to be more
data driven?
At a high level, it could be to simply answer a question
it could not answer before, or to increase the speed
and efficiency by which it obtains answers, or to
answer a question in a more comprehensive way.
In data terms, when you are looking to extract more
value and meaning from your data, this is often
referred to as generating insight.
One crucial element for producing actionable data
for decision making is to move away from raw,
unmanaged data to data that is organised and
structured into systems that allow you to start
making sense of it. Another important element is the
combining of data. Depending on what questions
you want to answer, this may require looking at a
combination of internal and/or external
data sources.1,2
At the simplest level, combining data can be achieved
using software like Microsoft Excel, or having two
separate Access databases ‘talk’ to each other. At a
more advanced level, if your strategy requires data
to be subsumed and combined across separate
operational areas such as monitoring and evaluation,
assurance or outreach, you may need to set up
data warehousing functions supported by analytical
software like Power BI or Tableau. At the most
advanced level, with data coming in all the time
from multiple sources (e.g. Internet of Things (IoT)
devices, social media, online audit reports, Customer
Relationship Managment (CRM) systems) you will likely
need more complete system integration solutions, and
to build out your capabilities with data lakes.
Regardless of your ambitions, please make sure the
right staff and appropriate funding are there to support
your solutions in the long term (Box 1).

1
2

Box 1. Operational foundations
Human technical capability resources and infrastructure
are needed to take full advantage of data and the insights it
provides. Key elements to have in place include:
Funding
Secure a budget appropriate for the task (including not only
up-front development cost, but also continual maintenance and
development costs) and consider costs of governance processes
and staff as below.
IT systems
Build and develop new systems that will fulfil your vision and
complement your strategy. Be smart about your investments
in IT solutions. Do not invest in things that you do not need or
have the capability to use. IT development will also likely require
governance structures separate to data governance.
Hiring of appropriate staff
There are a variety of roles associated with this area of work.
From business intelligence (BI) roles (e.g. BI analysts, BI
developers, heads of BI) to research roles (e.g. data scientists
and analysts), to strategic leadership roles (e.g. chief data
officers). If you are unfamiliar with these terms and the skills
these roles can bring to your organisation, it is important to
learn more in order to make informed decisions before new
roles are planned out.
Staff costs and training
Operationalising your data can result in a range of indirect
costs to your business that can be easy to overlook and
underestimate. Once your new tools and systems are
developed, will you have the right staff with the right skills to
maintain and update them? How will other staff learn how
new tools and processes work? If you are providing services
to auditors, who is training them and making sure they are
involved in the process? These questions highlight that the
most important part of working with data is working with the
right people. Whether you are designing a company-wide
data strategy or just planning out one data project, make sure
that the right staff roles are accounted for—both in the initial
development phase and beyond.

Towards Data Science. How to Prepare your Data. Last accessed 15 September 2020.
Wolvius C, et al. Akvo EBook. Understand your data and extract the insights that matter: A step-by step guide to analysing and visualising data
for international development.
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Data strategy and governance
Effective information management is an essential function of sustainability systems
in the digital age. Data strategy and data governance are critical precursors for
organisations to create value with data.
Develop a data strategy
Although data is often now seen as a strategic asset, deriving the most value from it and using it for organisational
decision making is not straightforward. Often, data is scattered in silos throughout the organisation, stuck in
departmental systems that do not communicate with one another, and with data quality and structure issues that
make it difficult to analyse and use. The way to start tackling this challenge is to develop a data strategy.
A data strategy lays out a plan for how your system can mature over time in its analytical capabilities and support
organisational aims. A useful starting point for beginning the development of a data strategy is to look at your
organisation’s mission and ‘theory of change’ to see whether those ambitions are adequately supported by your
data capabilities. Although the data strategy may have its own aims and ambitions (e.g. “In the next three years,
we will develop better services to auditors through user-friendly portals.”), an overall purpose of the data strategy
is to make sure that your systems are made as effective as possible to complement and support the overall
organisational strategy.
Importanty, this should not be just a technical exercise. A comprehensive data strategy is a roadmap that defines
the people, processes and technology needed for implementation (Figure 1).3,4 It will consider, among other things:
• processes that ensure data is accessible and of high quality
• technology that will enable the storage, sharing and analysis of data
• making sure staff feel empowered to use the data.
Creating a strategy around your intended data use can be a complicated process, but taking a consultative and
inclusive approach facilitates collaboration between data teams and decision makers from the outset. This helps
deliver the support needed to embed these innovations into ‘business as usual’ ways of working.

A good data strategy is an organisational data roadmap
and approach that:

Defines common
processes and
procedures.

Establishes ways to
manage, analyse and use
data company-wide.

Creates clarity and
connection across the
company.

Figure 1 Overview of key elements to consider when developing an organisational data strategy. This highlights
the much-needed interface between processes, technology and people in order to derive the most value from
organisational data.
3
4

7 Elements of a Data Strategy. Last accessed 15 September 2020.
How A Solid Data Strategy Fuels Extraordinary Business Outcomes. Last Accessed 15 September 2020.
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Establish data governance
Data governance ensures that data stewards (staff
and other actors) who handle the data understand
their roles and responsibilities, and can create value
with the data. This is a very comprehensive topic and
cannot be covered in full detail here. Typical questions
focus on who has rights to use and who sees the
data, and for what purpose. It is also where questions
related to legality and user rights are handled, such as
GDPR compliance in the European Union.
To assist with these questions, ISEAL has produced
a range of resources which are available to ISEAL
members through the Digital Innovations Working
Group (Box 2). Readers are encouraged to review
these resources in tandem with this guidance.
For the purposes of this guidance, it is important to
consider the level of data governance required to
achieve the task(s) or vision outlined in your data
strategy. In general, the more data you need to share
across and beyond your organisation, the more formal
your data governance processes will need to be.5
If you are just starting out wanting to combine data
sets and unlock more value from your data, a good
starting point is to have the following data governance
elements in place:
Data inventory – In order to combine data to make
more informed decisions, it is crucial to develop a
clear understanding of what data sources and types
of data your organisation has. This work can evolve
into a data mapping exercise, where you also gain an
understanding of how current data sets are, or could
be, linked.
Definitions – In order to start developing solutions
that rely on data integration with multiple sources,
you need to know how the data you hold and work
with is defined. For instance, what constitutes
a certified forest area, fishery or other unit of
certification? Knowing these definitions will be key
if, for example, you are comparing certified versus
non-certified units. Having agreed definitions is also
important for cross-departmental communication and
understanding of your work.

5

Structuring data sharing and licensing agreements.

Box 2. Data governance resources
Data governance is the collection of
practices and processes used to ensure
formal management of data assets within
an organisation. It often includes concepts
such as data stewardship and data quality.
When developing data sharing agreements,
consider:
• what
	
the other party might want to do
with your data
• whether
	
you need to restrict what they
can do with it
• what happens if things go wrong.
Organisations with good data governance
document procedures that describe who can
take what actions, with which data, including
when and under what circumstances, and
using what methods. Good data governance
provides the requisite clarity for use
rights and responsibilities in data sharing
agreements.
In 2019, ISEAL produced four community
resources (login required) to help members
strengthen their data governance
programmes. These include:
1. Understanding Your Data Value Chain
2. Developing a Data Inventory
3. Developing Your Data Governance Policy
4.	Structuring Data Sharing Agreements for
Personal and Sensitive Data
We have also compiled a variety of external
resources that align with the 10 steps
to strengthening an organisation’s data
governance. These are available through the
ISEAL community website (login required).
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The data journey – Unlocking the value
of your data
The transformation of data from raw data to information and insights that
can be used for decision making is often referred to as a data journey (also
known as a data value chain, data life-cycle or information life-cycle).6
The data journey illustrated here provides an overview to all the steps needed to produce actionable insights
(Figure 2). These are all described in greater detail throughout the remainder of this guidance. Although key
steps to consider are outlined, please note that in the design process you may find you need to skip or revisit
steps—they are not prescriptive, nor do they need to be followed sequentially. In fact, a principle of good
design is that you engage in a continual iterative feedback loop, where successes and failures are captured
and improved on over time.

UNDERSTANDING USER NEEDS

DISCOVERY

DATA
EXPLORATION

ORGANISE/
COMBINE
DATA

ANALYTICS

Impact
reporting
Supports
assurance

VISUALISATION

END
USER

ACTIONABLE DATA FOR DECISION MAKING

Risk
assessments

Figure 2 A data journey. Illustrated here are the five key steps needed to unlock the value of your data. The aim
of this process is to create highly-useful outputs tailor made for decision making by end users.
It starts by involving your end users in a discovery phase to understand their needs and purposes of the analyses.
For sustainability systems, traditional areas of interest are often around impact reporting, supporting credible
assurance systems and risk assessments (see ANNEX 1 for a more detailed overview of risk assessments). With a
purpose defined, data needs to meet the ask of users will be explored. From there, data transformation begins. As
data is organised, combined and analysed, raw data will gradually become information and, through the right visual
aids which resonate with end users, turn into actionable insight. Throughout, iteration on developed solutions will
be key, both within and between steps. Keeping end users involved as part of this continual feedback loop is essential.
In addition to steps outlined here, this is a process that requires:
• trust between the teams that provide information and the decision makers
• a degree of data literacy beyond the teams that handle the data
• that outputs are useful, meaningful and provide answers at the speeds and resolutions needed for timely
decision making.

6

Wolvius C, et al. Akvo EBook. Understand your data and extract the insights that matter: A step-by step guide to analysing and visualising data
for international development.
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STEP 1: Discovery
Know your users and
audience, discover and
define problems
It is vital to start with a clear understanding of
the problems you are seeking to solve. Do not
develop answers to problems that are not aligned
to what users want and need. The solution to
this challenge is to involve stakeholders and end
users from the beginning, and have them actively
participate in the data journey.
At a practical level, this means you will have
to engage in several rounds of meetings with
multiple users in a discovery phase. This will
be an iterative process, where concepts will be
reworked and rethought between the multiple
users involved and the technical staff.7,8
Equally important in this discovery phase is to
tease out requirements on how a user wishes
to receive, see and use the information. For
instance, are there expectations of real-time
data feeds, and do you have the infrastructure
in place (such as APIs) to be able to deliver on
those expectations? What visuals resonate with
users––for example, does information need to
be spatially explicit and presented on a map?
What level of self-service is expected, and to
what extent do users wish to interrogate the
data themselves?

7
8

Discovery: Tips from
ISEAL Community
Members
Guide users through the design process. Focus
group discussions at the discovery stage on common
problems faced by an organisation on a daily basis. For
instance, an assurance team may wish to gain greater
understanding of the number of non-conformities by
client and by country. From this starting point, you can
work through all the steps required at a data level to
reach that conclusion.
Build a common understanding of issues at a data
level. This can help translate some of the complexities
involved at a data and systems level, such as data
collection, data definitions, or how many data sources
are involved. It is only once this mutual understanding
is reached that the discussion can move to potential
solutions and you can talk about the gaps and barriers
that prevent the team from getting satisfactory
answers.
Tell a story. A compelling way to engage users is to
help them understand the story behind the data and
what decisions can/should/must be made. Some
visualisation platforms, such as Tableau, have an
option to tell the story with data.
Use existing data query logs. It is likely that data
teams or individuals who work with data across
business functions record data queries from internal
and external stakeholders. These logs can reveal
questions commonly asked by both internal and
external audiences. Analysing existing logs and
archives can yield an understanding of the main data
types and sources being used, the processing times
of the queries, and more.

Towards Data Science. Design and structure of data science projects. Last accessed 15 September 2020.
Design thinking process in data science. Last accessed 15 September 2020.
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Internal data
STEP 2: Data exploration
Data needs to support design. Sustainability systems acquire and manage data from
sources on a daily basis. Such data can include:
Do I have the data needed to numerous
• 	Compliance data, such as audits, client metadata and
solve the problems?
data on non-conformities
Once user needs have been discovered based on what
problems need to be solved, the next step is to define
how you would solve those problems at a data level.
Typical questions to consider are:
• What are the hypothetical data and system
requirements?
• What data do we have as an organisation, what
are the gaps, and can these gaps be filled with
external data?
• Is existing data available or is it locked in PDFs or
other reports so that information needs to be
harvested manually?
• Do we need to collect additional primary data? If so,
what are the costs and time scales for that?
It may be that some data challenges are too difficult
to solve initially, and you can decide to reject them or
roll out solutions at a later stage. More likely, initial
data explorations will quickly lead to reworking initial
concepts with end users. In most cases, dedicating
enough time in the discovery phase and building out
those crucial relationships with end users will lead to
better-designed problem statements. This will make
it easier to know exactly what types of data you need
and where to source it from, be it either from internal
or external sources.

9

• 	Research data from monitoring and
evaluation teams
• 	Commercial data, such as product sales and volume
of products sold

This internally managed data is often the highest-quality
data sustainability systems have access to, due to
numerous checks and balances behind the data collection
and storage. However, much of the potential value of
this information is lost unless it is properly managed and
structured.9,10 This data may be inaccessible—locked in
PDF reports or paper-based systems, and not structured
in databases. Similarly, systems and databases are often
siloed and compartmentalised, limiting an organisation’s
ability to combine data, be it internal or external, to
answer key questions.
However, carefully managing this data can yield some
useful insights that can better support decision making
internally or by users/partners of your system (see
Examples 1-3 for a variety of solutions developed
using only internal data sources).

Towards Data Science. How to Prepare your Data. Last accessed 15 September 2020.
Wolvius C, et al. Akvo EBook. Understand your data and extract the insights that matter: A step-by step guide to analysing and visualising data
for international development.
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This involved taking steps to strengthen the new
dashboard’s data security and integrity, as well as
developing a framework for aggregating the frequency
of non-conformances across Principle and Criteria areas
in its Performance Standard. For example, the relative
frequency of non-conformances by Principle can be
seen in Figure 3, ordered from highest to lowest for 58
current Performance Standard Certifications through
23 June 2020.
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EXAMPLE 1: Increasing accessibility and usability of
audit information11
Aluminium Stewardship Initiative publishes a summary
of audit findings for all certifications. In 2020, to
increase accessibility and usability of this information,
it began creating a public dashboard in elementAl
(an online assurance platform).

ASI Principles – Performance Standard
Minor NC (%)

Major NC (%)

Figure 3 Frequency of non-conformances by Principle in
current certifications for the Aluminum Stewardship
Initiative Performance Standard.

This information is useful for:
• providing an aggregate overview of certifications for
monitoring and evaluation purposes
• identifying focus areas for Standards Revisions,
particularly where clarity of expectation and/or
implementation guidance could be improved
• targeting areas for further training and development
needs for Members and Auditors.
Through the Public Dashboard project, the goal is to
build new functionalities in elementAl so that the
Aluminium Stewardship Initiative and its stakeholders
have simpler access to up-to-date data.
EXAMPLE 2: Creating value for smallholders12
In order to help smallholder farmers comply with the
Rainforest Alliance (RA) standard, as well as target
training and capacity-building efforts, it became
increasingly essential to move away from paper-based
field collection and compliance information. Having
developed a Digital Internal Management System (IMS)
for smallholder cooperatives and group managers,
client data can now be used to provide a host of useful
services to users via an easy-to-use dashboard (Figure
4). Data collected in the field can provide near-real-time
analysis of any farm’s compliance status. It can also be
used to assist with targeting of training interventions,
supporting increased production through identification
of better practices.
EXAMPLE 3: Empowering staff with self-service
analytical tools12
It is common for data in systems and databases to
be siloed, preventing effective cross-departmental

11
12

Figure 4 Example view of Rainforest Alliance ArcGIS
dashboard, showing farm location color coded by
compliance status.
collaboration. Breaking down those siloes can yield
new data access and uncover opportunities for common
solutions across teams. At the Marine Stewardship
Council (MSC), persistent questions around commercial
demand for certified seafood, combined with needs
to simultaneously report on programme performance,
led to the creation of a Commercial Data Warehouse.
The combination of all internal commercial data with
existing fishery and environmental data enabled a whole
new level of data exploration. The analyses and outputs
this new data ecosystem can provide are particularly
useful for regional staff and directors. They can now
get an overview of both MSC’s fishery and commercial
performance at the click of a button, with less
dependence on central analytical staff.

ASI’s monthly newsletter. June 2020.
For a more detailed overview, please see From Insight to Impact: A showcase of applied, data-driven solutions within the ISEAL Community.
(hereafter referred to as From Insight to Impact).
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External data
There are limitations to the types of analysis one can
undertake using solely internal data. External data
sources can help put primary data into context, and
are often useful for impact measurement or analysis
of performance over time (Example 4). They can also
be used to generate more insight by combining data
layers for specific tasks like risk assessments (Examples
5 and 6).13
Using external data has benefits, but it always comes
with some caveats, particularly around data quality
and relevance. There are a host of issues to consider
when subsuming external data:
• Is the data openly available, or does it require special
permission to access?
• Is the data structured in a way that is useful for your
programme? Can you easily define common keys?
Are definitions similar? Can your system handle all
the data types of the new source, such as spatial
data files?
• How often is the data collected?
• How granular or detailed is the data geographically?
• How granular or detailed is the data demographically?
• When was the data collected? How long has it
been retained?
• 	Do the current problem solvers use it for decision
making, evaluation or something else?
• 	Who collected the data? What was the purpose of
their data collection? Has the data been cleaned and/
or analysed? If so, in what way?
Look at any metadata that comes with a data set. The
metadata can reveal who collected the data and when,
for what purpose, data quality issues and more. It may
also list any licence conditions for using the data.
EXAMPLE 4: Using external baseline data for
performance measurements
MSC needed to demonstrate programme reach and
impact in a way that was tied to certificate uptake
or certified units. The solution was to look at global
fisheries capture data provided and maintained by the
FAO. Integrating two substantial historical data sets—
global FAO capture data combined with the internal
MSC capture data in the MSC data warehouse—has
given all staff easy access to data on trends in global
volume by species, country, regions and more in a
dashboard (Figure 5).
EXAMPLE 5. Combining multiple information sources
for deeper insight14
For several years, Assurance Services International has
worked on solutions to incident handling and

Figure 5 (Top) Combining MSC data with external FAO
marine wild capture data. (Bottom) Capture in different
MSC regions by certificate status.
management. It is constantly receiving information from
multiple sources, such as stakeholders or media reports,
on issues including allegations of fraud, labor rights
abuses and environmental damages, combined with
internal data about certificate holders. ASI faced the
challenge of how to record, investigate and respond to
these incidents in a structured and proportionate way.
This process is now managed through its Accreditation
Management System (AMS), which can be used to
upload incident reports from multiple sources. When
combined with comprehensive accumulated data about
incidents, this lets ASI pull together data sets that can
identify systemic issues.
EXAMPLE 6. Risk assessments using secondary data15
To support auditing of social criteria, the Aquaculture
Stewardship Council (ASC) developed a country risk
filter using a combination of four external risk indices
and internal data on social non-conformities raised
through auditing activities. This combination of data
leads to a more robust country risk rating, ensuring
that operations in typically high-risk countries are
not discriminated against and operations in low-risk
countries are not overlooked.

For more details and examples, see From Insight to Impact.
See From Insight to Impact, Case Study – Assurance Services International. 15
See From Insight to Impact, Case Study – ASC.
13
14
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Data collection – Primary data
Although it may seem odd to put the task of new
primary data collection at the end of a section about
data exploration, there is a good reason why it is the
recommended final step. Sustainability systems are
often not primary data collectors themselves, relying
on data collection from audits in particular. Because
audit activities typically involve lots of people, these
processes are generally slow to change.
Should a system need additional continuous data
flows, there are two possible high-level approaches
to consider:
1. Make it a mandatory part of compliance with your
system. This can be an effective option, but be careful
about asking too much of certified clients and auditors
you work with. The value of the new proposed data
may not be obvious to clients and there may be other
implications to consider, like costs.
2. Build value for clients and trial voluntary data
collection approaches. Where data collection through
audits is mandated through normative policy processes,
quick changes to these policies may not be possible.
Another option is to trial data collection on a voluntary
basis in a way that creates value for stakeholders. Will
your new solution on, for example, risk-based assurance
deliver potential cost savings for clients if they give you
better information? Are there any potential efficiencies in
data collection, as in the case of multi-certified entities?

Data profiling and data quality
During and after collection or integration of data, and
before performing any in-depth analyses, it is good to
regularly inspect the key characteristics of your data.
Key characteristics of data, also known as data profiles,
include the total amount of data you have collected,
the type and number of categories within your data, the
amount of quantitative and qualitative data, the number
of missing values, or any unexpected data values that
are extremely high or low.16 This inspection can help
determine at an early stage which analysis methods
may or may not be used. During the inspection, you may
identify issues related to the quality of your data, such
as missing data or inconsistent data entries. If these
data quality issues are not properly addressed, they
will show up in your analyses and reduce the quality
for decision-making.
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What is Data Profiling? Last accessed 15 September 2020.

Data exploration: Tips
from ISEAL Community
Members
Deploying new solutions that depend on the
integration of multiple large data sets will often
be a complicated and time-consuming task. The
coding required for integration, fixing issues with
common IDs, time series not lining up between
sets, and more issues will inevitably cause errors
in the final output.
A useful approach is to start working with smaller
data sets. Filter, group and segment the data sets
into more manageable units. Then start running
easy initial analyses to spot trends, outliers and
potential errors in data quality that need to be
addressed. This way, you can get a better feel for
how the data, integration and future analyses
will behave once the full data sets are combined.
There are also software solutions to assist with
rapid prototyping, such as Alteryx. These have
within their functionality suite the ability to
rapidly combine data sets without much coding.
This can quickly allow you to see patterns,
determine the usefulness of your analysis, and
allow for quick course correction without much
investment of effort.
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Addressing data quality is an important part of data profiling. Although the term ‘data quality’ may be intuitive
to everyone, in practice there is no agreed definition of data quality. Instead, specific attributes of data can be
inspected, such as data accuracy, data consistency, data integrity and more.
Before attempting in-depth analysis, data quality checks need to be done—a process commonly referred to as data
cleaning. In simple terms, this is the process of detecting and correcting (or removing) corrupt or inaccurate records
from a record set, table or database.
To maintain high data quality and ensure correctness of the information you are presenting and using, this is a more
involved process than simply checking whether the raw data is correct or not.17 Similarly, data quality checks are
often used as shorthand for bug fixes, which is not necessarily a problem with the raw data but with the codes
and scripts used to tie all your data sources together. Checking data quality is not a one-off process and needs
to be built into general data management Quality Managment systems (QMS) protocols.

Quality checks: Tips from ISEAL Community Members
There are almost no scenarios where this task can be
eliminated completely, but there are steps you can take
to minimise the time spent on data cleaning protocols.
Set up Quality Management System (QMS) protocols
for data entry. Human error in data entry is unavoidable.
To complicate this, sustainability systems usually have
multiple staff across several organisations who are
responsible for data entry. Auditors or auditing staff
will often do this, clients also upload information, and
sustainability system staff will, for example, manually
enter data captured in PDFs to input into a database.
Setting up data quality checks and rules for internal staff
is crucial. This can be, for instance:
•	double-data entry protocols undertaken on a subset
of data at fixed time intervals
• running validation checks
•	crossreferencing some key data fields with older time
stamps or complementary data sets to check for
deviations in trends and outliers.
For external staff, such as auditors, a good approach is
to build relationships and create ongoing dialogue about
solutions that work and those that do not, in order to
constantly iterate and improve on your interfaces and
protocols.
Define field types or nonallowable data fields for data
entry. If your data capture system allows, you can filter
what data can be entered into a field. This can take
many forms, from simple numeric/character-only fields
to not allowing data that, from an historic average, is
clearly an input error (e.g. a decimal point creep that
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turns the actual application rate of 0.05 to 0.50 against a
normal range of 0.01– 0.09). Placing restrictions may not
always be obvious, such as not allowing percent answers
to be above 100. This has the benefit of reducing source
data input mistakes, which will ease the cleaning task.
Fix bugs. Bug fixing and looking for errors in codes
and scripts is a continual activity. Even established
dashboards running on combined data sets encounter
errors over time. Solving this requires the right staff
with the right skills. When working with combined data
distributed over teams, it can be good to set up shared
forums, such as GitHub, to identify and discuss solutions
in a coordinated way.
Ensure your checks and balances can keep up with
demand. Higher update frequencies can make your data
more actionable and more suited to decision making.
Imagine that instead of needing to make informed
decisions about strategic direction based on information
that is a year old, you can have access to weekly trends
and analyses to help guide decision making.
However, the frequency with which data and results are
given to users should be determined by the frequency
with which you can check data quality. A higher update
frequency does not equal better quality information.
In fact, it will be the opposite unless your checks and
balances can handle those refresh rates. Therefore, you
should choose and clearly communicate to users of the
data the update frequencies that work best. There is no
need to overcommit, as releasing bad or poor-quality
data and incorrect analyses faster will only harm the
credibility of the process.

Towards Data Science. 7 Steps to ensure and sustain data quality. Last Accessed 15 September 2020.

17

Unlocking the value of your data

STEP 3: Building relationships
between your data
How to choose system
and software solutions for
combining and analysing data

Figure 6 Data sets linked by common IDs or entity.

Simply put, when we talk about combining data we are
really talking about a process of building relationships
between data sets. Depending on the complexity of
the task (i.e. how many different data sets you want
to combine and how different they are in terms of
structure, update frequency and more), you will need
more complex software, integration processes and
skilled staff to support the process.

Database

Although most commonly used for ‘big data’, a useful
framework to help you decide what complexity of data
management systems to use is the ‘5Vs of big data’.18,19

Data warehouse

Volume: How much data is being generated (per month,
per year, etc)?
Variety: Which types of data do we need to collect and
analyse for our purpose? This refers to unstructured
data (e.g. social media, videos, satellite images) as well
as structured data.
Velocity: The speed at which new data is generated, and
the speed at which data moves around.
Veracity/Validity: Trustworthiness of the data, related
to the quality of data.
Value: The value of the data.
For example, if there is a lot of data to be processed in
a short amount of time (Volume and Velocity are high),
then this would typically require a data warehouse and
an ETL approach. If the data comes in small volumes,
and does not get updated very often, an in-house
database may be sufficient.
Looking at the 5Vs may help you determine what types
of systems and software you need. The most commonly
used ones are:

Spreadsheets
For this type of data exploration, the data sets you work
with will usually need to be quite similar in terms of
structure, and will typically be linked by common IDs
or a common entity, such as a certified unit (Figure 6).
Excel is great for quick explorations and analysis, but
outputs will be in ‘flat’ files, meaning there is a limit to
how many data sets you can combine, while still being
able to make sense of the data. It is not where data
should be stored or managed.
5Vs of Big data. Last accessed 15 September 2020.
Understanding the 5Vs of Big Data. Last accessed 15 September 2020.
20
What is a Data Warehouse. Talend. Last accessed 15 September 2020.
21
What is a Data Warehouse. Oracle. Last accessed 15 September 2020.
22
The Single source of truth. Talend. Last accessed 15 September 2020.
23
ETL Database. Last accessed 15 September 2020.
18
19

When combining more data sets, and for the storage
and management of data, you need a database. In
any type of relational database, such as MS Access
and MS SQL servers, your capacity to store, manage
and combine data is exponentially increased. All
sustainability systems and all businesses have databases
of various configurations.
But what if your system has information across multiple
databases that you want to analyse easily? Combining
several disparate and traditionally disconnected
databases is the core of better analytics. There are
many options, but often this is where data warehousing
technology comes into play. A data warehouse is
optimised to analyse relational data coming from
multiple sources, both internal and external.20,21
However, it is still a highly structured system, where
schemas and all relations have been predefined for
a specific purpose. It is built and designed to run fast
queries using processed data, and results are typically
used for operational reporting and analysis. Simply
put, data in a warehouse is cleaned, enriched and
transformed so it can act as a ‘single source of truth’
that users can trust.22
The main process that allows disparate data sets to be
combined and transformed from raw data to data that
can be used for analytics is a process called ETL (Extract,
Transform, Load). It is not a topic that can be covered
in detail here, but ETL is a process by which data is
extracted from data sources (that are not optimised for
analytics) and moved to a central host (which is). The
exact steps in that process might differ from one ETL
tool to the next, but the end result is the same.23
Dashboard and reporting software, such as Power BI
and Tableau, are usually connected to the warehouse
allowing users to quickly analyse and run queries on
multiple data sets at once.
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Audit data, GIS data,
Market data

BUSINESS INTELLIGENCE
ENVIRONMENT
Persistent reporting and
analytics
Self-service Dashboards
Heavily governed

ALL INTERNAL
DATA SOURCES

ETL
Social media,
IoT devices,
Partner data

DATA LAKE
(RAW DATA)

ALL EXTERNAL
DATA SOURCES

DATA WAREHOUSE
(STRUCTURED
DATA)

ANALYTICS ENVIRONMENT
Less governed
Data science
Exploratory
Experimental

Figure 7 Simplified overview of a data management system with both a data lake and a data warehouse. The data
lake and its associated analytical environment relies on experimentation, machine learning and unstructured (raw)
data to come up with workable solutions to business questions. Once these solutions are deployable, they can
move into the more structured warehouse environment, producing more persistent outputs through, for example,
company-wide dashboards. In absence of a data lake, a data warehouse can subsume several (both internal and
external) data sources on its own. But if volume, variety and velocity are too high, processing and analysis in a pure
warehouse environment might not be able to keep up with demand.

Data lake
Although data warehouses are great for solving the tasks
just outlined, they require highly processed data and are
set up to run defined processes. But what if your system
has evolved to a level where you need to subsume several
different data types from a variety of formats and tools
on a continuous basis? Storing and using that data can
be challenging with traditional warehouse models. This
is where data lakes come in. A data lake is essentially a
large pool of raw unprocessed data that can come from
IoT sensors, social media, drone images and more in any
frequencies or formats.24 Unlike the warehouse, data in the
lake does not need to have a predefined purpose. It has
been used primarily by data scientists to develop machine
learning algorithms.
The ability to store all this data without careful design
or the need to know what questions you might need to
answers allows for fast experimentation using SQL queries,
big data analytics, full text search, real-time analytics
and machine learning to uncover insights. Even if your
organisation already has a data warehouse, there may be
benefits to the addition of data lakes to enable quicker and
more diverse query capabilities (Figure 7).25 However, if you
go down this route, you need to be careful in managing
your data lake. Having access to a lot of data from a lot of
disparate sources can be great, but without proper data
governance in place, including agreed definitions and
protocols to store and secure the data, it can easily
become a data swamp.
24
25

What is a Data Lake. Last accessed 15 September 2020.
Data Lakes vs Data Warehouse. Last accessed 15 September 2020.

Choosing systems: Tips
from ISEAL Community
Members
Things to consider in choosing data
management systems:
• Fitness
	
for purpose – Do you need it in
order to make your data strategy and
organisational needs a reality?
• C
 ost – Initial development versus ongoing
costs, particularly licensing fees (per user).
• S taffing needs – How many staff are needed
to run and maintain the system?
• System
	
interoperability – If your whole
organisation is MS based, there could be
benefits to sticking with this formula.
• What
	
support function does it have – Aside
from infrastructure support related to a
nonfunctioning system, is there a supportive
community around it in the form of forums,
YouTube videos, etc. This is a great time
saver when you get stuck figuring out
a function.
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STEP 4: Analytics
Making sense of the data. What methods do you need in order
to best analyse your information?
Now that you have combined data sets, and your validation protocols and quality checks have been
completed, it is time to start your analysis and make sense of all this data. There are numerous ways
to do this and the method you choose will depend on the questions you are asking. When these
questions are about explaining what and why things have happened, descriptive and diagnostic
analytics are handy. If the questions relate more to what could possibly happen in the future,
predictive and prescriptive analytics are more appropriate (Figure 8).26

INFORMED DECISION MAKING
What
happened?

Why did it
happen?

What is likely
to happen?

What should
we do?

DESCRIPTIVE
ANALYTICS

DIAGNOSTIC
ANALYTICS

PREDICTIVE
ANALYTICS

PRESCRIPTIVE
ANALYTICS

DATA NEEDS, COMPLEXITY AND UNCERTAINTY

Figure 8 Traditional separation of the four different methods used to analyse data, associated with the
overarching aim of the analysis. As one moves from descriptive to prescriptive analytics, data needs and
the complexity of the analysis will increase greatly. Prescriptive analytics in particular is a field of analysis
dominated by machine learning. Please also note that the further the analysis moves into asking questions
about outcomes in future scenarios, the uncertainty of the answers provided will increase.
No one method is necessarily better than the other. They vary in complexity and execution, but
the ultimate objective of any method is to inform a decision. If the objective can be achieved with
a simpler analysis, there is no need to tackle something more complex.27 It is also likely that an
organisation will perform most of these in parallel for different purposes and to inform different
types of decisions.
Descriptive analyses are the most common and simple, and usually the first step of analysis. The
goal is usually to find out what happened. This includes asking questions such as, “How many new
clients got certified in the last three years?” Typically getting these answers is easy without needing
to add further data sources to your query.
At this stage, there is not much insight to be had, and there will naturally be follow up questions.
For instance, beyond knowing the total number of certificates at a global level, you may want to
understand uptake at a country level. Are there any trends over time by country? Are there trends
by client type (e.g. producer versus supply chain clients)?

Wolvius C, et al. Akvo EBook. Understand your data and extract the insights that matter: A step-by step guide to analysing and visualising data
for international development.
27
Towards Data Science. How analytics maturity models are stunting data science teams. Last accessed 15 September 2020.
26
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Answering these types of questions will require
a more diagnostic approach, with data needs
to match. The question is whether you have
the data easily available to answer some of
these more in-depth questions, or if you need
to go through another data exploration phase.
This hypothetical example would hopefully be
comprised of internal data, but questions of
interoperability and data definitions might
still need to be solved.
If you know what happened and why, you may
want to try to predict what is likely to happen
next. Predictive analytics involves looking for
patterns in data over time and then, through
methods like predictive modelling or more
simple logistical regressions, extrapolating
beyond the current time series to estimate
when it is likely that the next event is going
to occur.
Although predictive analytics is not yet common
among sustainability systems, it can be very
useful for categorising risk. Risk assessment
is essentially about analysing a range of data
to develop a picture of potential future risk.
For example, it could be useful to draw on the
experience of the humanitarian sector to predict
when crisis events, such as disease or conflict
outbreaks, may occur. Predicting these events
with greater accuracy allows for responses to be
quicker and more efficient, leading potentially
to more lives being saved and protected.28

STEP 5: Visualising the data
Choosing the right charts
and visuals for your data
and audience
After data is collected, processed and analysed,
the results should be visualised to enable easier
communication and enhanced understanding of the
complex relationships within the data. User needs
will inform the type of communication outputs that
resonate with your audience and provide the required
understanding and functionality.32
Useful considerations when choosing between
visualisation options are:
• What is the purpose and function of the visual? Do
you want to display trends over time, display complex
information all in one chart? Will the visual have any
functionality associated with it, such as drill-down
menus? How will it support decision making (if that
is the primary purpose)?
• What accuracy and transparency of the data should
be displayed? Sometimes less is more, as you do not
want too many labels and data points to clutter the
message. Equally, for data confidentiality reasons,
you may want to display only aggregate results.
• How should it be designed? There are potential trade
offs between function and aesthetics. In designing the
visual, consider how comfortable the user will be with
absorbing the information.

What should be done? Prescriptive analytics is
an advanced field of analytics which typically
involves neural networks, recommendation
engines, heuristics and machine learning.
Complex modelling produces outputs that not
only tell you what will happen, but also suggest
what the best courses of action might be. With
no real-world application in the sustainability
community yet, it has found frequent use in
the oil and gas industry, the transportation and
shipping sector, and in financial services.29,30
Note that in predictive and prescriptive
analytics, it is not just about the quality of the
data, but also the quality of the models used
and how they tackle the inherent uncertainty
of outcomes produced.31

Centre for Humanitarian Data. Catalogue for predictive models in the humanitarian sector. Last accessed 15 September 2020.
Prescriptive Analytics, A cheat sheet. Last accessed 15 September 2020.
30
Wolvius C, et al. Akvo EBook. Understand your data and extract the insights that matter: A step-by step guide to analysing and visualising data
for international development.
31
Towards Data Science. How analytics maturity models are stunting data science teams. Last accessed 15 September 2020.
32
Towards Data Science. Data Visualization, How to choose the right chart. Last accessed 15 September 2020.
28
29
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STEP 6:

From insight to decision
making
Changing behaviours and
embracing new ways of
working

There is no guarantee that compelling data analysis
and visuals will change how people work or decisions
are made. This may especially hold true if the analytical
outputs are different to the expected answers, or if the
solution does not provide outputs at the speeds and
resolutions required for time-sensitive decision making.
Data-driven decision making is as much about working
with people as information. To build trust between
teams and functions, and increase the likelihood that
your outputs will lead to action and inform decisions:
• 	involve future decision makers and users of your
outputs early on and throughout the process
• 	make sure analytical outputs and visuals are tailored
to their needs
• 	recognise that this is an iterative process that can and
should improve over time.
Change does not happen overnight. It is fundamentally
a strategic, long-term investment and an activity that at
its core requires collaboration between technical and
non-technical teams. In addition to following the above
guidelines, a few other things can be done to increase
the success rate of data-driven decision making.

Build data literacy in your organisation
When deploying new solutions, make sure those using
the solutions understand the tool and the value it
provides them. Building awareness of what data you
have, the definitions used, what the data is used for,
and the value of it are all components of data literacy
(i.e. the ability to read, interpret, apply, communicate
and discuss information in context).33,34
Building up data literacy across teams and functions
is an involved and long-term training process, and will
be essential to the success and viability of your new
applications and solutions.

Data literacy: Tips from
ISEAL Community
Members
•	Data literacy programmes should start with
basic skills and general awareness of what
data means today, how it can be used, the
value it brings to the organisation, and
people’s role in collecting and protecting it.
•	Involve users early on in new solutions and
continue collaborating with and supporting
them. Organisation-wide training programmes
are well and good, but to truly build up skills
and knowledge real-world problem solving
and repetition are key.
•	Evaluate with stakeholders the accuracy of the
decisions made and their timeliness. What
can we learn from this? Perhaps add this to
a lessons-learned document. Then, together,
determine how to improve the decision
making
•	Training and support needs to be continual,
not a one-off process. Your data ecosystem is
a living thing and will continually evolve; new
data sources, products and tools will become
available, and new data definitions and ways
of communicating will emerge.
•	Share responsibilities and find key users.
One single team cannot be responsible for
all queries and support. Find data stewards
and power users, and empower them with
key skills, accountability and decision making
power to support teams throughout the
organisation.

Account for change management
Making strides to increase data literacy (i.e. supporting
new tools and outputs with dedicated training on
how to use them) is one major component of good
‘change management’. This term is used often in data/
IT projects, and is a way to plan the roll out of new
products in a more efficient way.35 There are resources
online to support this process, particularly when
change is not happening at the expected pace.36

Goedhart B, Lambers E.E, Madlener J.J. How to become data literate and support a data-driven culture.
The Data Literacy project.
35
Change Management definitions and solutions. Last accessed 15 September 2020.
36
Towards Data Science. How to get your Digital Transformation unstuck. Last accessed 15 September 2020.
33
34
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Change management:
Tips from ISEAL
Community Members
• Introduce sponsors, ideally at the
executive level or similar. Have people
that are supportive of and help drive digital
transformation and data-driven decision
making. This will help mitigate fears of
adopting new processes and ways of working.
• Plan
	 out the change. Changes to teams and
processes needs to be paced out. Do not
overload the organisation all at once with too
many new systems, dashboards and new ways
of working.
• Ensure
	
the right support staff and systems
are in place. As more knowledge products
are rolled out, the efficiency gains you might
have hoped for will disappear if staff who
need to be performing analyses and continual
development are instead being relegated to
providing helpdesk functions.
• Be
	 mindful of colleagues’ day jobs. Working
in small- to medium-sized organisations can
make it easier to get everyone on board
with new ways of using systems and making
decisions. The downside is that introducing
these ways of working can be an ask outside
of most people’s already busy day jobs.

37

From Insight to Impact.

Conclusion
By following the steps and tips in this guidance, you
should be well equipped to produce credible and
compelling evidence for effective decision making.
The better you design your analysis before capturing
the data, the better your data quality and validation
protocols are implemented, and the better your
visuals and analytical outputs are tailored to user
needs, the easier it will be for you to inform and
support decision making in your programme. This
is about strategic change in the long term, and it
will take time to adopt these new ways of working.
Don’t be discouraged or feel daunted by the task;
start small, with data sets and questions that you
are most familiar with, and build out from there.
For an in-depth look at solutions for data-driven
decision making, please see the accompanying
document, From Insight to Impact: A showcase
of applied data-driven solutions within the ISEAL
Community.37 We hope these case studies, kindly
contributed by ISEAL Community Members,
demonstrate how increasing data to facilitate
decision-making can improve a variety of processes
and solve pervasive problems across a range of
situations relevant to sustainability systems.
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ANNEX 1
Data-driven risk assessment approaches
Introduction

A particularly relevant use case for data-driven
decision making is in the field of risk assessment.
For sustainability systems, such triangulation of data
can improve a system’s ability to detect risks for
sustainability issues across various commodities and
spatial scales, from certified operations through to
production regions and countries. It can also support
more targeted interventions at field level, informing
the types of mitigation that need to be taken. For
example, with more information on hand a sustainability
system could trigger physical audits only when and
where this is most needed and effective. Additionally,
increased understanding of where the highest risks of
unsustainable production practices are can guide policy
development, monitoring and evaluation, capacity
building, research efforts and more.
Sustainability systems have traditionally relied on
information from physical audits to assess risk. However,
recent trends have seen systems incorporate external
sources of data into their risk assessments and analysis.
For example, systems responding to the new reality
of COVID-19 have found on-site risk detection and
verification impossible in many geographies. Adapting
to the pandemic has required, amongst other things,
that sustainability systems have access to reliable
information flows beyond audit data to support risk
detection and inform follow up actions.
This annex aims to supplement the guidance in the main
report with specific examples and considerations related
to risk assessment as a tool for decision making.
Note that this document and supporting case studies
focus on the detection of risk occurring at producer
level. There are numerous other types of risk
sustainability systems have to consider, including at
the supply chain, reputational and operational level.
Although not covered in detail here, the steps outlined
below can have similar applications across other
content areas, and we hope this will still serve as useful
inspiration for those instances.
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Also see Proforest Soy Risk Toolkit. Last accessed 15 September 2020.

1. Discovery

The first step to designing your risk assessment is to
identify the sustainability and compliance risks most
material to your system and its users. The materiality
of risk is subjective and varies across affected
stakeholders, and often depends on the purpose of the
risk assessment (e.g. informing strategic direction or
detecting risk of producers most likely to fail compliance
with sustainability requirements).
Understanding which risks are material is about
understanding the context in which you are working, as
the nature and extent of risks will vary across sectors
and geographies.38
• Product and production method-related risks: What
is being produced and how? Negative impacts, and
the risks of those impacts happening, vary across
commodities or sectors, and across production
systems within a sector.
• Geographic risks: Where is it being produced? The
ecological, socioeconomic, political and legal context
will all influence whether and to what extent a
sustainability issue presents a risk in a given location.
• Organisational (internal) risks: Who is producing?
This is specific to the individual enterprise and can be
informed by the enterprise’s past performance or the
nature of the enterprise (e.g. its size, organisational
structure, etc).
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A simple framing like this can serve as a useful starting
point to help narrow down the scope and nature of
your risk assessment. However, for sustainability risks
in particular there are a variety of factors, both direct
and quantifiable as well as indirect, that can contribute
to the likelihood of any risk occurring. To navigate this
space, you need to rely on the experience and expertise
of relevant colleagues. Within your organisation, there
will usually be a good and collective, albeit somewhat
subjective, understanding of which risk areas and
contributing factors are most important to quantify for
your organisation.
That sense of which issues are material should be
checked with local stakeholders, as well as with key
stakeholders from within your sustainability system’s
network, to understand which risks they perceive as
material to the purpose of your risk assessment. These
may be consistent with the initial analysis or may raise
additional issues.
You then need to identify the problem statements and
criteria that the risk assessment should inform. This will
help identify the potential data and systems needed to
create the solution. Some of these considerations may
include:
• How will the risk assessment be used?
• What decisions is it meant to inform?
• What is the update frequency required in order
for the risk detection to be meaningful?
• What spatial scale should the risk assessment cover?
• Of all risks identified, to what extent do people
affected have the influence and power to mitigate
the events of an outcome?
A question of scale
To enable better quantification of sustainability risks
at enterprise/producer level, the question of scale is
particularly important. While sustainability systems
usually certify entities at a production unit level, it
can be useful to develop risk assessments at broader
spatial scales. For example, in any assessment of risk
at landscape/jurisdictional level, it is equally important
to understand both the influence of certified units on
a given sustainability risk, as well as how the context
of the surrounding landscape will affect the production
unit. For instance, in a landscape with only a few

39
40
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certified entities, the landscape-level outcome may
be increased risk of deforestation, regardless of the
interventions and outcomes generated at the level
of the certified producer.39 Equally, it is easy to make
assumptions at these scales. For example, identifying a
high risk of forced labour in a country or landscape does
not necessarily mean that there is a high risk of forced
labour at a single certified site in that geography.
It is useful to recognise that sustainability issues can
be correlated and interlinked within a production
landscape, with a high risk in one issue often impacting
the risk categorisation of other issues. For example,
within a watershed area or jurisdiction, there may be
a number of competing demands made of the same
water resource. This can include possible hydropower
developments, population growth and the flow levels
needed to sustain freshwater ecosystems. In this
context, is it useful to look at water risk in a specific area
of that watershed, for a small subsection of its users?
Similarly, deforestation is strongly linked to climate
change and biodiversity loss, but also has implications
for food security.40
To fully address these interlinkages would require a
multidimensional risk framework, with data needs to
match, that can analyse these relationships. But when
conducting risk assessment for sustainability issues
across geographies like landscapes or jurisdictions, these
correlations and ripple effects warrant consideration,
even if just considered qualitatively.
It is crucial, therefore, to decide up front at what scale
the risk categorisation is meant to occur. This will have
significant bearing on the type of data needed to inform
the assessment, and on the possible end uses of the
assessment.

Jennings S, Mcormack C, Sheane R. 2020. Performance metrics for key sustainability issues.
Chiappe F, Marietti F. 2020. Developing Risk Profiling Methodologies – insights from financial services in the quantification of sustainability risk
at different spatial scales.
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2. Data exploration

Once you have a reasonable understanding of material
risks, the next step is to figure out what data is required
to perform the risk assessment and whether the data
exists.
Internal data
A starting point for any sustainability system seeking
to develop a risk assessment is to determine what is
already available in your non-conformity (NC) data.
When analysing NCs, it is worth considering both the
location of the NCs at whatever geographical scale
you have data available (e.g. country, region, site) and
performance over time, assuming time-series data is
available.41
For instance, a series of non-conformities raised against
workers’ rights issues for several sites in the same
country could indicate that this is a high risk for workers’
rights, and should be audited more frequently. However,
if this occurred all at the same time in one year, and
NCs were subsequently closed, is it still a high-risk
area? Were there perhaps other events that may have
triggered NCs, such as a change to the standard, the
quality of the audit itself, or something else?
Having access to time-series data will help in trying to
derive more insight into data outliers versus those areas
of your operations that may present more persistent
risks, where more efforts on mitigation and capacity
building may be required.

41
42

Beyond non-conformity data, sustainability systems
have a wealth of other information in their systems that
can be used to inform risk assessments. Monitoring
and evaluation data, particularly data that is collected
regularly across certified enterprises, is a useful
reference; as is any data collected as background
for implementation of other strategies, like capacity
building or remediation activities.
External data sources
Whether you are relying on NC data, other data derived
from audits, or monitoring and evaluation data such
as surveys, looking at internal data in isolation will
only tell you so much. Without external data to place
your perceived risks in context, planning effective
intervention measures and other strategic responses will
be difficult.
Your choice of data will often depend on the
sustainability issue and spatial context of interest. For
instance, geospatial data can be useful to detect risk of
some issues, like deforestation, but there is typically far
less geospatial data available for social issues.42
There are plenty of external data sources and data
providers available that can help place internal data in
context. For risk assessments in particular, a number
of resources exist (TABLE 1) that provide assessments
tailored to a variety of sustainability issues across
numerous spatial scales.

Also see Rainforest Alliance example in From Insight to Impact.
Proforest, 2017. Quantifying sustainability risks among suppliers and certificate holders - Best practices and lessons learned. A study
commissioned by ISEAL.
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TABLE 1 Examples of a few publicly available risk indices commonly referenced among sustainability standards
(Not a comprehensive list).43
RISK INDICES

THREATS OR RISK
DEVELOPED BY
FACTORS CONSIDERED

WEB LINK

BSCI Country Risk

Governance

BSCI

bsci-intl.org/resource

Corruption Perception
Index (CPI)

Level of corruption in
the public sector

Transparency International

transparency.org

Country Policy and
Institutional Assessment
(CPIA)

Various

World Bank

data.worldbank.org

Employing Workers Index
(EWI)

Labour market regulation

World Bank

doingbusiness.org

Environmental Performance
Index (EPI)

Protection of human
health and ecosystems

Yale University

epi.yale.edu

Fragile States Index (FSI)

State stability

Fund For Peace

fsi.fundforpeace.org

Gender Development Index

Gender inequality

United Nations Development Program

hdr.undp.org

Global Forest Watch

Deforestation

World Resources Institute

globalforestwatch.org

Global Fishing Watch

Illegal, unreported and
unregulated fishing

Oceana, SkyTruth,
Google

globalfishingwatch.org

Gender Inequality Index

Gender inequality

United Nations Development Program

hdr.undp.org

Global Hunger Index (GHI)

Poverty

International Food Policy Research
Institute

ifrpi.org

Global Multidimensional
Poverty Index (MPI)

Poverty

Oxford Poverty & Human Development
Initiative

ophi.org.uk

Global Rights Index

Workers’ rights

International Trade Union Confederation

ituc-csi.org

Human Development Index
(HDI)

Life expectancy, education,
and living standards

United Nations Development Program

hdr.undp.org

International Country Risk
Guide

Political, financial and
economic

PRS Group

prsgroup.com

IUCN Red list

Species extinction risks

IUCN

iucnredlist.org

IUU Fishing index

Illegal, Unreported and
Unregulated fishing

The Global initiative against transnational iuufishingindex.net
organized crime/ Poseidon Aquatic
resource management

PRIndex

Tenure security

Omidyar Network, DFID

prindex.net

Social Institutions and
Gender Index (SIGI)

Institutions affecting
women’s and girls’ rights

OECD

genderindex.org

If risk assessments need to be conducted at regional/jurisdictional levels, a number of data collection and riskassessment frameworks are emerging that can also act as resources and guidance. Some examples of these are:
• The Landscale Assessment Framework44
Provides a framework to assist users with identifying risk for critical environmental, socio-economic and
governance issues in landscapes which may jeopardise livelihoods, investment and business activities.
• Designing a blueprint for a sustainable landscape45
This project, led by the Sustainable Agriculture Network (SAN) and supported by the ISEAL Innovation Fund, aims
to deliver a practical, multi-level set of tools to drive long-term sustainability improvements across a landscape,
serving as a ‘blueprint’ for sustainability for any given region.

Proforest, 2017. Quantifying sustainability risks among suppliers and certificate holders - Best practices and lessons learned. A study
commissioned by ISEAL.
44
www.landscale.org
45
Designing a blueprint for sustainable landscapes.
43
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• HCV Resource Network, High Conservation Value
(HCV) Screening46
Guidance for identifying and prioritising action
for HCVs as part of jurisdictional and landscape
approaches. This methodology, called HCV Screening,
is a desktop exercise that aims to characterise the
environmental and social aspects of a jurisdiction or
landscape, assess the likelihood that HCVs are present,
consider threats to those HCVs, and ultimately indicate
which values are most urgent to address with followup actions and interventions.
Making sense of secondary data
With a variety of secondary data sources available,
questions of data quality and interoperability with your
own data will come up. How do you determine which
sources are most relevant and which are more credible
than others? Much like the process outlined in the main
document,47 it is useful to ask a set of questions about
each data source to understand its reliability and quality.
There are trade-offs to consider between cost and effort
of collecting and analysing data on the one hand, and
the potential quality, robustness and accuracy of the
information on the other.48 The higher resource costs
usually associated with higher-quality data can, in some
cases, become cost prohibitive for larger-scale rollouts.
With increasing complexity of the analysis, speed of
decision making may also be affected and therefore no
longer fit for purpose.
One approach to addressing this trade-off is to start
the risk identification with relatively affordable deskbased and/or geospatial data layers. These can give
a high-level overview of potential sustainability risks
across countries, landscapes or sectors. For example,
reviewing your system’s non-compliance data, and
cross-referencing that against national or regional
data sets for specific sustainability issues, can give an
initial picture of which sustainability issues are likely to
present a higher risk in a given geography or context.49

46

The use of geospatial data layers in combination with
an organisation’s site-level location data can also be
a valuable first step to focus future interventions,
particularly for sustainability areas (like deforestation)
that lend themselves to this type of analysis.50
When this analysis of secondary data indicates the
possible presence of non-negligible risks, more granular
data can be integrated into the analysis to drill down
into those areas. If the granular data continues to
indicate potential risk, the organisation can use more
resource-intensive methods, such as engaging with
individual suppliers or visiting them onsite, to confirm
the presence of risk and begin risk mitigation efforts.51
If the organisation in question does not have the inhouse expertise to do this itself, independent experts
can be consulted to assist.
Finally, do not underestimate the value of reliable
networks on the ground to increase your information
flows. No matter how good your data sources and
systems, risk is unpredictable and random events will
occur. A major forest fire may break out in a low-risk
area, or a whale may get tangled in a net in an area
where whales have not been spotted for ten years.
Collaboration with subject specialists and stakeholders
in local areas helps ensure an up-to-date understanding
of the most likely sustainability issues to occur, and the
most influential risk factors. This can sometimes even be
more helpful than analysis of big datasets.52
For example, Assurance Services International has put
more informal information flows and monitoring of
media to good use as part of its incident management
reporting.53
In summary, developing more reliable risk assessments
will require a combination of different methods, data
service providers and data sources. In the case of
sustainability systems, this will more often than not
require using data sources beyond audit data.

Watson, E., A. Lindhe, H. Newing and O. Scholtz. High Conservation Value (HCV) Screening: Guidance for identifying and prioritising action for
HCVs as part of jurisdictional and landscape approaches. April 2019. HCV Network Ltd.

See Section 2 on data quality checks.
Jennings S, Mcormack C, Sheane R. 2020. Performance metrics for key sustainability issues.
49
See Aquaculture Stewardship Council case study, From Insight to Impact.
50
See Rainforest Alliance and Forest Stewardship Council examples of this application in From Insight to Impact.
51, 52
Proforest, 2017. Quantifying sustainability risks among suppliers and certificate holders – Best practices and lessons learned. A study
commissioned by ISEAL.
53
See Assurance Services International case study, From Insight to Impact.
47
48
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3. Analysis

Now that you have a variety of internal and external
data sources to work with, the critical question is how to
derive meaning from all that data. A common feature of
risk assessments and combining multiple data sources
is that, in order to generate the final risk categorisation
or score, data is often weighted. The resulting score
or risk classification is not simply an average of all
individual data sets; instead, more weight is allocated to
data sources that are perceived to be more credible or
relevant.
In most cases, your own internal data will be more
trusted and credible and, therefore, given a higher
weight than secondary data sets that may not cover the
same scope or geography, or be as granular as internal
data. Taking steps to weight data prior to analysis will
help avoid situations where risk of issues, such as
forced labour, being high at a country level are then
automatically attributed to specific suppliers.54
A simple way to weight data sets is to score each data
set against a limited range of criteria that will give an
indication of its reliability and relevance—how fit for
purpose it is. The higher the score (e.g. on a scale from
one to three), the more appropriate the data set. These
criteria can include:
• Relevance: First and foremost, the data must be
relevant to the issues and geography that have been
defined by the initiative.
• Data quality: How much cleaning or processing is
required?
• Data source: Does the data come from a reputable
source that is resourced to collect it?
• Completeness: How complete is the data set, and
is there historical data that gives insight into the
consistency of the data over time.
• Resolution: How well does the data match up with the
scale of the risk assessment?
• Coverage: Are there missing data attributes or
elements? Ideally it would be part of a broader data
set that allows for comparison of performance across
geographies.
• Timeliness: Does the data source include up-to-date
data with sufficiently frequent updating?
•C
 ost and availability: This is often the most significant
trade-off, as data sources that are free and easily
accessible may not be reliable or relevant enough
to be of value.

54

See ASC Case study in From Insight to Impact.

Another simple approach is to allocate each data source
a percentage based on its reliability and relevance, so
that all data sources together add up to a total of 100
percent. For example, in the above exercise you may
decide to weight the data source with the highest score
at 40 percent, the next best at 25 percent, and so on
until all data sources perceived as relevant have been
weighted.
Once you have chosen and weighted a suite of data sets
for a prioritised sustainability issue at a specified scale,
it is time to determine the meaning behind each data
set and whether each factor constitutes a low, medium
or high level of risk. This is a subjective scoring exercise
similar to the weighting of the data sets. In some cases,
the data set will already be categorised by risk level,
such as poverty or corruption indexes, where the higher
score indicates a higher risk. For other data sets that
consist of raw data, one approach is to quantify the data
in the data set on a sliding score scale from one to ten
where ten represents comparatively extreme results
within the data set. For example, if a data set focused
on levels of childhood education within a country
shows a national average of 60 percent of students
completing secondary education, but in the region you
are interested in the finishing rate is only 25 percent,
you could rate that as an eight or nine on your
ten-point scale.
The crux of the risk assessment is to bring the scores
together to quantify the potential risk. In the approach
presented here, this would involve multiplying the
weight of the data source by the score for each, then
adding up all the resulting aggregate scores to get a
number out of ten (Figure 9).

WEIGHT

SCORE
(1-10)

AGGREGATE
SCORE

Data source 1

50%

6

3

Data source 2

30%

10

3

Data source 3

20%

5

1

Total

7 (out of 10)

Figure 9 Example method of calculating aggregate risk
scores using weighted data.
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The final step is to translate the numerical value into a
risk rating (e.g. low, medium or high). This classification
will be used as the basis for decisions and potential
action, so the number and complexity of categories
should be influenced by the level of nuance of the
response you are aiming for. For example, if the risk
categorisation informs the frequency or intensity of
audits, it may be sufficient to have three categories.
There is a subjective element here as well; for example,
are scores of one to five considered low risk, or only
one to three?
When dealing with multiple factors and accompanying
data sets that may contribute to any one risk factor,
it may not always be possible or desirable to make
subjective decisions on which data sources are more
important than others. In these situations, there
are a host of statistical techniques, such as Principal
Component Analysis (PCA), that can be used to inform
which data sets/factors are most important based on

the probability that any given risk will occur.55 Statistical
methods like this, traditionally used for academic
research, are now finding new applications in the field
of data science and can be worth exploring, depending
on the complexities of the risk assessment.

4. Visualising the outputs

Classic red/amber/green designations, or different
colour schemes to visualise high to low risk, are
often used as final outputs to aid in decision making,
regardless of the complexity of the data and models
behind the output (Figure 10). In other cases, visualising
geographical risks on a map is perhaps more useful
(Figure 11). There are several options, and the resulting
visuals will in most cases involve trade-offs between
what your users ideally want versus what your internal
capacity and systems can deliver. For further examples
of different ways to visualise outputs, please see From
Insight to Impact.56

Figure 10 ASC Country risk filter to support social audits.57

Towards Data Science. A one stop shop Principal Component Analysis. Last accessed 15 September 2020.
From Insight to Impact.
57
ASC Case study, From Insight to Impact.
55
56
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Figure 11 A plantation polygon enabling real-time generation of deforestation and fire risk statistics.58

5. Decision making

The last step in the risk assessment is determining the
implications of different risk categorisations. What
actions will you take for issues, enterprises or regions
that are considered high risk? Where do you need to act
now, and what can be addressed in the future? Based on
risk assessment results, sustainability systems and their
partners can then decide on different mitigation actions,
and the timing of those actions.
The results of a risk assessment most commonly inform
the frequency and intensity of the audit process. But
they can also be used to identify areas where more
intervention and capacity building support may be
needed, or to identify trends in risk levels over time
(using time series data) that inform the efficacy of your
interventions. For example, ASC is in the process of
developing a system of data gathering through an app
to have farmers self-report on social issue data. This
will create risk maps for social issues across production
regions in a country for pre-certified farmers. The data
will then be used to focus capacity building and training
efforts where they are most needed.59
Whatever the purpose of your risk assessment, it will be
more successful if the methodology is integrated across
the user base and implications of the assessment are
clear. Be transparent about the methods and reasons
for conducting the risk assessment, and ensure good
communication about the results, not only to decision
makers but to the people and organisations affected by
the outcomes, such as certificate holders.60

Recommendations

In addition to the considerations given above, research
and experience within the ISEAL community has
generated insight on the challenges often encountered,
as well as recommended solutions.
In general, challenges reported by organisations using
risk-based approaches fall into three categories.61
1. Practical challenges, such as cost and gaining access
to sufficiently accurate and up-to-date data
2. Cultural challenges, such as getting auditors
accustomed to moving from ‘yes/no’ checklists to a
more risk-based approach, or persuading colleagues
to shift from random to risk-based sample selection
3. The strategic and practical challenge of how to act on
the findings of risk assessments
Unfortunately, there are no one-size fits all answers to
these challenges. Solutions will have to be tailored to
an organisation’s specific needs, and must also reflect
its internal capacity to, for example, analyse data or
communicate the findings of risk assessments between
departments. Bearing in mind users, organisational
needs and your own capabilities in what can be
delivered will likely see you reap more benefits from
using risk assessment strategies.

Guidance on the collection of polygon location data for sustainability systems.
ASC pers.comm.
60
Chiappe F, Marietti F. 2020. Developing Risk Profiling Methodologies – insights from financial services in the quantification of sustainability risk
at different spatial scales.
61
Proforest, 2017. Quantifying sustainability risks among suppliers and certificate holders - Best practices and lessons learned. A study
commissioned by ISEAL.
58
59
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Based on previous ISEAL-commissioned research on this
topic some common solutions are emerging:62,63,64,65
1. Use multiple data sources. Effective risk-based
approaches use a combination of methods and data
sources to assess different types of risk.
2. Use secondary data wisely. It may not give you all the
details you are looking for, but can give you high-level
insights quickly on where to best focus your efforts.
This can then be used to refine your analysis further
with additional, more resource-intensive methods and
higher-quality data.
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7. Build your risk framework on good information
management. Good information management
systems are essential in risk management because
any risk approach depends on a continual flow of
reliable information about changing conditions. If a
sustainability system starts to rely on multiple data
sources beyond audit data, these data feeds need to
have information support structures in place (e.g. data
strategy, data governance and improvement feedback
loops) in order to function effectively.

3. Adopt an iterative approach. For your assessment as
a whole, user needs will evolve, new risks will emerge,
and new technology and data will become available.
Maintaining and updating these solutions in close
collaboration with other users will be crucial to the longterm success of your approach.
4. Integrate your solution across complementary
organisational functions. Integrate the tool and the riskbased thinking across other organisational levels and
departments that depend on the analysis. For example,
set up dynamic feedback loops between initial risk
assessment results and the due diligence processes that
follow, allowing for continuous monitoring and triggers
to escalate actions as needed.
5. Do not use conflicting methods across teams. If you
are taking the decision to move a certain decision into a
risk-based framework, all users should adopt the same
method and have the same understanding of the risk.
6. Establish networks with peers to increase
information flows and subject matter understanding.
Collaboration with subject specialists and stakeholders
in local areas is highly valuable for helping organisations
ensure they have an up-to-date understanding of the
most likely sustainability issues to occur, and the most
influential risk factors. Studies suggest that effective
organisations cultivate strong networks with civil
society organisations as part of their risk assessment
approaches.

Proforest, 2017. Quantifying sustainability risks among suppliers and certificate holders - Best practices and lessons learned. A study
commissioned by ISEAL.
63
Jennings S, Mcormack C, Sheane R. 2020. Performance metrics for key sustainability issues.
64
Chiappe F, Marietti F. 2020. Developing Risk Profiling Methodologies – insights from financial services in the quantification of sustainability risk
at different spatial scales.
65
ISEAL, Assurance Guidance Note: Building a Risk Management Plan. 2018.
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